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Advanced Threat Protection for Sharp 
Multifunction Printers

 Why add the Virus Detection Kit?
The BP-VD10L Virus Detection Kit complements the native security features of the BP Series by adding an extra layer of protection to help 
identify and eliminate current and emerging threats. Once installed on a Sharp BP Series multifunction printer (MFP)*, the Bitdefender 
engine scans every file going into and out of the device, stopping known and unknown threats before they reach your network.

How It Works

FUNCTION IN PRACTICE

REAL-TIME AND ON-DEMAND SCANS
Jobs from the cloud, USB drives, email, firmware updates and app installs are scanned 
instantly; admins can also perform full scan on-demand from the control panel.

MACHINE-LEARNING DETECTION
AI algorithms help identify emerging malware like viruses, worms, trojans, 
ransomware, spyware, advanced persistent threats and zero-day threats.

AUTOMATIC UPDATES
Threat definitions are updated automatically, keeping protection current without 
requiring user intervention.

AUDIT-READY LOGGING
All activities are written to the MFP audit log and displayed in the control panel’s 
system information section.

Key Business Benefits

■ Helps stop attacks at the device – Scans all data and files
processed by the device, protecting organizations from
malicious activity before it impacts their business.

■ Endpoint-grade protection – The Bitdefender engine built into
the Virus Detection Kit provides similar protection to what
would be deployed on a Windows® or MacOS® endpoint, but
optimized to run on the MFP’s print controller.

■ Zero-touch for IT – Activate once and the Virus Detection
Kit automatically updates definitions and protects the
device.

■ Future-proof investment – One-time purchase with no
subscription requirement for the life of the machine or
the term of the lease, where installed.

Strengthen your print environment with proven anti-malware protection. Contact your Sharp 
representative or visit business.sharpusa.com/Document-Systems/Security to learn more.

*Not available on BP-C131WD, BP-C131PW, BP-1200C, BP-1200S, BP-1250M, and BP-1360M models.
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