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Synappx Go: Getting Started

Synappx Go Overview

Synappx Go is a mobile app that connects to Sharp multi-function printers (MFPs), shares
content to Sharp displays, enables productive in-room meetings when used with Synappx
Meeting and captures workspace locations with mobile check-in. Projects move with you
throughout your workday, providing productivity wherever you go!

Synappx Go completes your scan, print, copy, share, meet and check-in tasks with the following
features:

Easy Setup
e Follow the simple setup wizard—no training required!
e Create your own scan-to-cloud or email distribution lists right from your phone.
e Set default scan, print and copy settings to save time.
e No Login MFP mode enables scan to email and copy features with no license and limited
set up

Scan
e Tap your phone to scan a file to yourself (via email), email distribution lists, and popular
cloud storage services

Print
e Walk up to any enabled MFP to release print jobs and print from cloud storage.
* Enjoy convenience and privacy.

Copy
o Create contactless copy jobs from your mobile phone and save your favorite copy

settings.

Unlock MFPs
o For MFPs that have been locked by PaperCut or Native Authentication, use Synappx Go
mobile to unlock the MFP and access Synappx Go scan, copy and print related features.

Share
e Tap the NFC tag to display content on the Sharp display.
e Team members can also tap the NFC tag to retrieve content and collaborate.
e Remotely operate Microsoft Office files.
e Speed up collaboration with Synappx Go. Modified content is stored back in the original
cloud location.

Meet (When Used with Synappx Meeting)
e Tap NFC tag, select a meeting from your mobile and automatically start web conference
sessions on the display, connecting all necessary audio/video components.
e Create ad hoc meetings from your mobile for unscheduled collaborations
¢ Remotely operate web conference and cloud or attachment files from your smartphone.
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e Close opened files, end and disconnect meeting with one click.

Check In
Health and safety are a key consideration for organizations. Check In helps track employee
touch points in the workplace.

e Tap the Synappx Go NFC tag to check in to common work areas, such as break rooms
and meeting rooms.
e Reports allow administrators to track touch points.

Guest Users Support

e Users from other companies can be licensed as guests and use Synappx Go MFP and
display features.
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System Requirements

1. Mobile Application 4. Admin Portal
(i0S and Android™) 5. Cloud System (Microsoft® Azure)
2. NFCTags 6. Embedded MFP Apps (for selected A4 models and
3. MFP and Display Agents PaperCut or Native Authentication integration with
Synappx Go.

A stable internet connection is required.

Organizations must have a Microsoft® 365 or Google Workspace environment. Provider is
designated after sign-up. If an organization uses both Microsoft 365 and Google Workspace, the
administrator must choose one cloud service provider for Synappx to synchronize with the
calendar (Synappx Meeting) and users (Meeting and Go).

Note: Support is available for environments that have on-premise Active Directory® synchronized
using Google Cloud Directory Sync (GCDS) for user synchronization. GCDS is often used to
synchronize the data in an organization’s Google domain with Microsoft Active Directory or the
Lightweight Directory Access Protocol (LDAP) server.

Microsoft 365® Service Plans Google Workspace™ Service Plans

Business Microsoft 365 Business Business Starter
Basic*/Standard/ Premium

Microsoft 365 Enterprise E1*/E3/E5

E . Business Standard
nterprise Microsoft 365 Enterprise F1
Education Microsoft 365 Education A1*/A3/A5 Business Plus
Government  Microsoft 365 Government G1*/G3/G5 Enterprise

*This package offers only the web or mobile version of Microsoft Office applications. Synappx Go requires Office
applications to be installed on the display PC for full functionality. Otherwise, the file will open in the web browser.
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MFP Agent Display Agent

e Microsoft Windows® 10 or greater or e Display computer or Shuttle® PC with
Windows Server 2016 or 2019, 32- or 64-bit Windows 10 or greater, 32- or 64-bit
e Microsoft .NET Framework 4.7.2 or higher e Microsoft .NET Framework 4.7.2 or higher
e Minimum 4GB RAM e Minimum 4GB RAM
¢ Minimum 75MB disk space (Requirements e Minimum 10MB disk space
can vary based on the number of users and e Microsoft 365 client applications (e.g.
print jobs that the agent supports.) PowerPoint®, Word) and other apps (e.g.
e Internet connectivity video viewer) for files that will be
downloaded
e Adobe® PDF reader for Google native files
(view only)

e Chrome™ browser for editing Google files and
opening Microsoft 365 files in browser
¢ Internet connectivity

Admin Portal

Browser-based: Google Chrome and Microsoft Edge (latest versions)

NFC Tags

e Sharp-provided or in select MFP models
e See NFC Support chart

Users and Admins Supported Mobile Platform

e Supports 5,000 users Apple® iPhones®: NFC support, iOS 12 or
e All users must: later
o Have Microsoft 365 or Google Workspace o 7/7+, 8/8+, X, XR, XS, XS Max, iPhone 11,
accounts 11 Pro, 11 Pro Max, and iPhone SE
o Be in Microsoft Azure Active Directory (AD) (Second Generation - 2020)

or Google Workspace Directory
e Guest users can be added and licensed to
access many Synappx Go features
e First administrator to log in requires Azure AD
or Google Workspace admin privileges

Android™
8to 11, NFC support

Note: Companies have the option to integrate Synappx Go with PaperCut MF or Native
Authentication. Reference the following Admin documents below for more details on system
requirements, installation and configuration in those environments.

e PaperCut MFP with Synappx Go Installation and Configuration Guide

¢ Native Authentication with Synappx Go Installation and Configuration Guide

The free version of Synappx Go (No Login version) does not require agent install or NFC tags. The
No Login version enables simple copy and scan to email functions by scanning a QR Code. To
enable the No Login Synappx Go feature, install Synappx Go embedded applications on a Sharp
MFP(s) to generate a QR code. Contact your authorized Sharp service technician to install the
application and set up Sharp MFP(s). The full version of Synappx Go can be unlocked when a user
license is assigned, the Synappx Go agent is installed and an NFC tag is mapped. Once the full
version is unlocked, users will have an access to copy, scan to email, scan to cloud storage services,
share to display, and more.
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NFC Support

Synappx Go Tag (MFP, Display,  MFP Built-In Tag (Some Models)

Check In) —

Foreground Access*

Android

Background Access** Foreground Access

iPhone XR, XS,
XS, 11, SE (all
versions)

Foreground Access Foreground Access

iPhone 7/7+,
8/8+, and X
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Background

When you tap the NFC tag, the phone brings you directly to the Synappx Go app (without
having to open the app first). Some phones may display a notification. When you select the
notification, the phone still brings you directly to the app.

Foreground
From the mobile screen, select the Synappx Go app. Then select the desired feature (e.g. Scan
and Print).

Notes:

*|f there are other apps that read NFC tags, you may be prompted to select Synappx Go each
time you want to use the app, or if given the option, you can choose to make Synappx Go the
default app for reading an NFC tag.

**NFC tag setup (admin task) is always a foreground operation.

MFP Support

Sharp MFPs running OSA® 4.0 or greater and supporting TLS 1.2 can be used with Synappx Go
tags for scan, print release, and print cloud files. Later models have built-in NFC tags that can be
used. However, MFP NFC configuration may be required if not already set up.

Teal model numbers can support the Synappx Go copy feature and optional integration with
the rf IDEAS reader for PaperCut MF and Native Authentication use. The rf IDEAS integration
requires installation of Synappx Go 1.0.0.emo file in the MFP on the models below.

MX-2651"3 MX-3050V" MX-M2630' MX-M4070 MX-M905
MX-3051"3% MX-3070V MX-M2651"-3 MX-M4071 MX-M654N?2
MX-3071 MX-3550V' MX-M3050’ MX-M5050' MX-M754N?2
MX-3551"3 MX-3570V MX-M3051"-3 MX-M5051"-3
A3 MX-3571 MX-4050V' MX-M3070 MX-M5070
Workgroup MX-4051"3% MX-4070V MX-M3071 MX-M5071
Models MX-4071 MX-5050V' MX-M3550' MX-M6050'
MX-5051"3 MX-5070V MX-M3551"-3 MX-M6051"-3
MX-5071 MX-6050V' MX-M3570 MX-M6070
MX-6051"3 MX-6070V MX-M3571 MX-M6071
MX-6071 MX-6580N MX-M4050' MX-M6570

MX-7580N MX-M4051"- 3 MX-M7570

TMX-PK13L Adobe® PostScript® 3™ Expansion Kit and MX-PU10L Direct Print Expansion Kit are required to print
cloud files.

2Special firmware needed to enable TLS 1.2 support

3These models support the Synappx Go copy feature and optional rf IDEAS card reader integration (e.g. for
PaperCut MF or Native Authentication) but require that the MX-AMX2L Application Communications Module
(ACM) option be installed.

4These models can support the Synappx Go MFP No Login version after installation of the Synappx Go - No
Login.emo application.
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MX-
MX-B376W C507F!
MX-B476W MX-

1
oy C407F
MX-C303W2 | MX-
Workgroup .
Desktop C357F MX-C607P  MX-B427W
MX-C304W2 | MX-
Models S S xcso7p MXB427PW
MX-B355W  MX Models onSaats MX-BA467F
pp— MX-B707P MX-B467P

MX-B557P

MX-B455W

"For document scan and copy:

e Hard Disk Drive is recommended (standard on MX-B557F and MX-C507F) and required to create
searchable PDF scans from Synappx Go.

e Hard Disk Drive is required to support job accounting log for native authentication.

e Install the Synappx Go MFP app (instructions here) for these models.

e To support the Synappx Go No Login version, install the Synappx Go - No Login.esf embedded app.

e  For rf IDEAS reader and native MFP authentication integration with Synappx Go, install the Synappx Go
with ID Card embedded applications. All three apps (Synappx-Go_2012a.fls, keyboardreader-2.4.11.fls
and cardAuth_2012a.fls) should be installed.

e Sharp UD 3is a recommended driver for print release.

2These models support the Synappx Go copy feature and optional rf IDEAS integration with PaperCut MF or
Native Authentication but require that the MX-AMX2L Application Communications Module (ACM) option be
installed.

Notes:
e If using built-in NFC tags, modify the following MFP web page settings:
o Network Connections > Easy Connections Setting: Enable NFC tag
o Network Settings > Quick Settings > Wireless Settings: Set Connection Type to
either Wireless (Infrastructure Mode) or Wired + Wireless (Access Point Mode)
e There are no MFP web page network setting changes for external NFC tags.
o For information on early model compatibility, contact your reseller or Sharp representative.

Configure MFP Web Page for Copy

To use Synappx Go for copying on a supported MFP, check the following MFP web page
settings.

1. Go to System Settings > Sharp OSA Settings > Condition Settings on the MFP web page.
2. The following items must be checked:

a. Accept remote access request from application.

b. Accept Ul operation request from application.
3. All other items on the Condition Settings page must be unchecked, including:

a. Approve remote access request on operation panel.

b. Display dialog of connection in Sharp OSA mode.

c. Accept secondary send request from Sharp OSA application.
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Display Support

Any interactive whiteboard or display with a Shuttle® PC or another PC system running
Microsoft® Windows 10 or greater or Windows Server® 2016 or 2019 can be used with the
Synappx Go display agent. System on Chip (SOC) models without a Shuttle PC are not

supported at this time.
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Synappx Go Setup and Configuration Overview

e If you are configuring the combined V3.0 Synappx Go and Synappx Meeting in room system,
please see the separate Synappx Collaboration Suite guide.

e If you want to use only the limited MFP No Login (Free Copy and Scan version of Synappx
Go, please see section of this document with set up instructions.

Note: The following are directions for installation and configuration of the standard, licensed
Synappx Go system.

1. Choose Provider
e Follow directions in your welcome email to select Microsoft 365 or Google
Workspace as a cloud service provider.
e Follow procedures in second welcome email specific to Microsoft 365 or Google
Workspace.
o Google Workspace: Configure Synappx support on the Google Workspace
Admin page (requires Google Workspace admin privileges).

2. Login to the Admin Portal
e Use Microsoft 365 or Google Workspace credentials.
e Grant Synappx Go app permissions for licensed users (one time only).
e Microsoft 365: First administrator requires Azure admin privileges to log in.

3. Configure and Download Agents
e MFP Agent:
o Set SNMP IP discovery range to find MFPs automatically .
o Download MFP agent software.
e Display Agent:
o Download display agent software.

4. Install Agents
e MFP Agent:

o Install MFP agent on PC/server.

o Agent self-registers with Synappx Go cloud using X.509 certificates.

o MFP discovery is automatically done for IP ranges.

o MFP agent and discovered information is visible on the Admin Portal.
e Display Agent:

o Install display agent on PC/server.

o Agent self-registers with Synappx Go cloud using X.509 certificates.

o Display agent is visible on the Admin Portal.
e System: Agent Updates, Admin Log, System Log, Check In Log (Optional).

5. Add Workspaces: Add or import Microsoft 365 or Google workspaces.

Associate Devices to Workspaces
e Connect workspaces with MFPs and/or displays.
e Configure display automatic input switch.

7. Associate NFC Tags: Use Synappx Go to associate NFC tags with devices and check-in.
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8. Add Users and Allocate Licenses
e Import Azure AD or Google users and assign licenses.
e Newly licensed users receive emails with app download instructions.
e Optionally, add guest users who can access Sharp hardward with your permission.

9. Configure Print Release Driver
e Share configured print driver to users for the Synappx Go MFP agent.

10. Windows Defender Firewall Post-Installation Configuration (Optional): Open either
or both inbound TC port(s) 9100 and 515 on the MFP agent server by creating rules on
the machine's firewall (only necessary if print jobs are not getting to the MFP agent PC).

11. Automatic Input Switch (Optional): Configure displays to switch to the display agent
input automatically when using Share and to return to default input at meeting end.
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How It Works

Getting Started

Thanks for signing up for Synappx™. Get ready to experience productivity wherever you Go!
Here's what happens next:

@ The assigned administrator receives an email to choose Google Workspace or Microsoft
365 as a cloud service provider.
;'ﬁq 1. After the admin chooses a service provider, a second welcome email will arrive in
the admin mailbox with instructions to log in to the Synappx Admin Portal.
™ 2. Loginto the Synappx Admin Portal and start adding users and workspaces.

Choose Provider

Note: The assigned administrator for Microsoft 365 or Google Workspace must have
administrator privileges for that service.

After a Synappx account is created for your organization, the assigned administrator will receive
an email with a link to select either Microsoft 365 or Google Workspace as a cloud service
provider. This provider defines how Synappx manages the users and calendar within the
organization.

Here's how:

Select the link to choose your provider. The Synappx service validates the domain with the
provider.

Provider

a. If validation fails, you will see an error message. Ensure you selected the correct

provider.
b. When the domain is validated, you will receive another welcome email with instructions
to log in to the Synappx Admin Portal. Select the link.

Select a provider

Success! We will send you an email with a login link to Synappx Admin Portal
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Synappx Admin Portal

After selecting a provider (Microsoft 365 or G Suite), the administrator will receive a second
email with a link to the Synappx Admin Portal.

The Synappx Admin Portal is a browser-based platform designed for administrators to manage
key components (e.g., licenses, workspaces, users) of Synappx Meeting and Synappx Go.
Admins log in with the organization’s Microsoft 365 or Google Workspace account. It is
recommended to use the latest version of Google Chrome™ or Microsoft Edge.

Admin Portal for Microsoft 365

After the admin selects a cloud service provider in the first Synappx email, a link to the Admin
Portal will arrive in a second Synappx welcome email.

Select the link and log in with your Microsoft 365 credentials. At initial login, accept the
permission request to allow Synappx apps to access selected Microsoft services on behalf of
your organization.

Admin Portal for Google Workspace™

Before logging in to the Admin Portal, follow the steps described in the second welcome email
to allow Synappx to communicate with your Google Workspace instance. This includes
registering the Client ID and Application Programming Interface (API) scopes in the Google
Workspace Admin Console. The steps from the email are in the procedure below.

1. Select Google Workspace as your cloud service provider in the initial welcome email.

B® Microsoft

Permissions requested

Synappx

App info

This application is not published by Microsoft or
your organization.

This app would like to:

B < <LK
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2. Upon receiving the second welcome email, follow the instructions to set up your Google
Workspace Admin Console to communicate with Synappx.

a. Inany web browser, go to admin.google.com.
b. Select Security.

= Google Admin Q  Search for users, groups or settings

Dashboard Users Oroups. Organizational units Buidings and Devices
e reveat M 230 o manage eate . 452 remove. renarme resources cacure

-
[ - ~ — i a
Apps Security Reports. Billing Company profie Admin roles
E- i 9

Domains Data migration Support

c. Onthe Security page, select APl Permissions.

Security

Less secure apps

Configure policies to manage access to less-secure apps

Password monitoring

Monitor the password strength by user.

Login challenges

Manage the information used during login to protect users.

Setup single sign-on ($50) for SAML applications

Set up single sign-on for third-party applications with Google as the identity provider

Setup single sign-on (SS0) with a third party IdP

Set up single sign-on for managed Google Accounts using a third-party identity provider

Advanced Protection Program

Configure the strongest security settings for those who need it most

Google Cloud session control (Beta)

Set session duration for Google Cloud Platform console and Google Cloud SDK

Security and privacy resources

Get more information about security and privacy

API Permissions

Manage scope for API permissions

d. Select Manage Domain Wide Delegation.

Domain wide delegation

Developers can register their web applications and other API clients with Google to enable access to data in Google services like Gmail. You can authorize these registered clients
to access your user data without your users having to individually give consent or their passwords. Learn more

MANAGE DOMAIN WIDE DELEGATION
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e. Select Add New.

APl clients

+ Add a filter

Name Client ID Scopes

f. Inthe Client Name field, enter Sharp’s ID number: 116382460935345417066.

Add a new client ID

111506094504786935055

https://www.googleapis.com/auth/admin.directory.dt

OAuth scopes (comma-delimited)

CANCEL  AUTHORIZE

Notes:

e Be sure to copy and paste these URLs. They require comma separation as shown. It may
take up to 30 minutes for changes to activate in the G Suite account.

e Ifyou are updating the system from V2.3 to V2.4 and later, an additional API scope is
necessary to enable users to add attendees from the user directory. Add the following
APl scope: https://www.googleapis.com/auth/directory.readonly

g. Paste the Synappx API Scopes in to the OAuth Scopes field. Select Authorize.

https://www.googleapis.com/auth/admin.directory.domain.readonly,
https://www.googleapis.com/auth/admin.directory.group.readonly,
https://www.googleapis.com/auth/admin.directory.resource.calendar.readonly,
https://www.googleapis.com/auth/admin.directory.user.readonly,
https://www.googleapis.com/auth/calendar.readonly,

https://www.googleapis.com/auth/calendar.events,
https://www.googleapis.com/auth/drive,
https://www.googleapis.com/auth/drive.file,
https://www.googleapis.com/auth/userinfo.profile,
https://www.googleapis.com/auth/directory.readonly

h. Open the second Synappx welcome email and select Log in to your account or
go to https://synappxadminportal.sharpusa.com/ to log in to the Admin Portal.
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Synappx Go Setup and Configuration

Step 1: Log In (First Time) to Admin Portal

Notes:

e An email containing the Synappx Admin Portal URL will be sent to the assigned administrator
when your organization signs up for Synappx. Google Workspace admins must complete the
Admin Console setup before logging in to the Admin Portal. See Synappx Admin Portal for
more information.

e The first administrator to log in must have admin privileges for Azure Active Directory or
Google Workspace to authorize Synappx Go features for users. Subsequent administrators
do not require Azure or Google Workspace admin access.

e If you are an existing Synappx customer (prior to v3.0) who previously opted into Microsoft
permissions, ensure you or your users have already or now opt in to calendar access to
enable use of the Synappx Collaboration Hub meeting features.

1. Use your Google Workspace or Microsoft 365 credentials to log in to the Synappx Admin
Portal via the latest version of Google Chrome or Microsoft Edge. After typing your email
in the Synappx log in page, select the Log in to Microsoft 365 button if you are using
Microsoft credentials and Log in with Google Workspace if you are using Google
credentials.

SYNAPPX" SYNAPPX"

SINGLE SIGN-ON ENABLED

Enter your email address

Enter your email address

smithj@email.com ‘
BB Login at Microsoft 365

G sign in with Google

‘ hame@example.com ‘

B Microsoft
Signin

@ .com to continue to auth0.com

Enter password -

john.smith @synappx.page

Passworcl Forgot email?

Forgot my password To continue,
language pre
Before using
privacy policy and terms of service.

Sign in Create sccount m

Sign in with another account
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2. Microsoft 365: Check the Consent on behalf of your organization box and

select Accept.

B Microsoft

Permissions requested

Synappx
App info

This ication is not published by Mi: t or
your organization.

This app would like to:
Maintain access to data you have given it access to

Sign in and read user profile

Read all groups

v
v
\/ Read all users’ full profiles
v
v

Read directory data

Consent on behalf of your organization

Accepting these permissions mea
your data as specified in their term: e and pr
statement. The publisher has not provided links to their terms
for you to review. You hat hese permissions at
https:/mya, tails

n

Does this 3

B® Microsoft

smithj@email.com

Permissions requested

e Synappx
domainname.com

This application is not published by
Microsoft or your organization.
This app would like to:

v Maintain access to data you have given it access
to

\/ Have full access to all files you have access to
v/ Sign you in and read your profile

\/ Read and write items and lists in all site
collections

\/ Read items in all site collections

v Read and write items in all site collections

G Consent on behalf of your organization

Accepting these permissions means that you allow this
app to use your data as specified in their terms of service

and privacy The has not
links to their terms for you to review. You can change
these p ions at i .com.

Show details

Cancel

Google Workspace: If login fails, go to the Google Workspace Admin Console and add
the Synappx API scope.

Note: Agreement with the Terms of Use is only required with the initial Admin Portal login.

3. Review the Terms of Use (Synappx Privacy Policy) for Synappx Go users (and Synappx
Meeting if also licensed). These Terms of Use are only granted to users for Synappx

application use. Select Agree to continue.

Terms of Use

far

Synappx Go ANt Synanpx Meeting

the Synapgx Privacy Palicy
lat 5% of the 5)

tecl bmrmin by
well a5 awy 54

o Cala dsan

alor Arrewnts a5 wel a5 any Senss licerssd o

¢ Accourt, a5 well 25 atsess ta
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https://business.sharpusa.com/synappx-support/g-suite-api-scope

4. If you have licensed Synappx Go and Synappx Meeting, both options will appear in the pop-
up window. Select Synappx Go.

SHARP
Synappx Admin

Select the type of Agent for installation Link to set up SNMP discovery range (IP address range) that will automatically search for MFPs
on PC/server

Downloads

Select components to download for installation at your company

Instailable Components Description/Purpose

® Synappx Go MFP Agent~ Supports MFP Stan and Print Release

O Synappx Go Display Agent Supports Gontent Sharing to Display

* Note: Set IP scan range to automatically discover MFPs before downloading MFP agent. Click here to set.

Other Components

4 10S Synappx Go Mobile App Android Synappx Go Mobile App
¥ | 2 "
pp Store | ocogle Play

Synappx Bo MFP Scan/Print Release and Share to Display featurss via Apple i0S app Synappx 60 and Share to Disp r @oogle Android app
Links to download Synappx Go mobile apps Select to download Agent for installation
from the App Store or Google Play on PC/server

The Synappx Go Admin Portal homepage will appear.

Synappx Go

@ Users
Users 10 Total User(s) 10 Active License(s) 40 Inactive License(s) 50 Total License(s) Q
View
Al « Search Users Q A s e emove Use + (o lo

O Active John Doe Joe@Abc

(] Active Paul Smith PaulS@abe
(] Active Susan White SusanW@abc

a Active Colin Fisher ColinF@abc
(] Active Molly Lewis MollyL@abe
0O Active Carl Martin CarlM@abc ecseess
(] Active Donna Bailey DonnaB@abc

(] Active Conner Harris ‘ConnerH@abc
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Step 2: Configure and Download Agents

The Downloads page contains the MFP and display agent links. The MFP agent enables mobile
scan, print and copy features. An internet protocol (IP) address range is necessary to collect
information about Sharp MFPs. The display agent allows users to share content to enabled
interactive or display boards; there is no action prior to downloading the display agent.

1. From the Synappx Go Admin Portal, select Downloads.

MFP Agent

Note: Be sure to allow pop-ups on your web browser (Google Chrome or Microsoft Edge) prior to
downloading the agent.

1. Select Synappx Go MFP Agent. Then select the Click here link.

Downloads

Select components to download for installation at your company

Installable Components Description/Purpose

® Synappx GO MFP Agent = Supports MFP Sean and Print Relase

e} Synappx Go Display Agent Supports Content Sharing to Display

* Nate: Set IP scan range to automatically discover MFPS before downloading MFP agent 0 56t
X

2. Inthe SNMP Configuration window, enter the IP Range Name. Then enter a start
and end address. If this is the only IP Range, ensure the check box is selected and
select Download Now. If this is not the only address range, select (+) to add another
range (up to 15) and complete the same parameters. When all IP range names are
entered, check all boxes and select Download Now.

X
SNMP Configuration
* IP Range must be entered to automatically discover Sharp MFPs

IP Range Name * P Range Start *IP Range End .

O Montvale North 1010101 To 1070000

SNMP Settings
SNMP Community

public

[ Use SNMP v3

Display Agent

Note: Be sure to allow pop-ups on your web browser (Google Chrome or Microsoft Edge) prior to
downloading the agent.

1. Select Synappx Go Display Agent. There is no configuration prior to downloading.
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2. Select Download to download the display agent software to the admin PC or target
PC/server.

Downloads

Select components to download for installation at your company

Installable Components Description/Purpose

O Synappx Go MFP Agent * Supports MFP Scan and Print Release

@ Synappx Go Display Agent Supports Content Sharing to Display
* Note: Set IP scan range to automatically discover MFPs before downloading MFP agent. Click here to set.

Other Component Links

i0S Synappx Go Mobile App Android Synappx Go Mobile App

” Available on the GETITON
« App Store *® Google Play

Information about the Synappx Go mobile app (iOS and Android devices supported) is also
available on the Downloads page.
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Step 3: Install Agents

MFP Agent

The Synappx Go MFP agent creates a secure connection to the Synappx Go cloud, discovers and
maintains a list of MFPs, and manages scanning, printing, and copying in Synappx Go. A single
MFP agent can manage anywhere from 50 to 100 MFPs in an organization, depending on the
environment. Here is an overview of the MFP agent installation and configuration:

Notes:

MFP agent installation starts on the PC/server. Ensure the prerequisites are met.

o .NET 4.7.2is required. If not already installed, a prompt will appear to

download it during the agent installation. Allow the download.

MFP self-registers to the Synappx Go cloud using X.509 certificates.
MFP discovery is automatically completed for the assigned IP address range(s).
MFP agent and discovered MFPs are automatically visible on the Synappx Go Admin
Portal.
Although the Synappx Go agent application is code-signed to assure integrity and
authenticity of the software, some anti-virus systems may require registration or
configuration.

Prior to installing the agent, an administrator must set the Simple Network Management
Protocol (SNMP) discovery range(s) and download the MFP agent from the Admin Portal.
If MICAS™ v4.8.1.121 or later is already installed, you can install the Synappx Go MFP
agent on the same PC or server as long as MICAS is a minimum supported version and it
has been registered. Synappx Go cannot coexist and operate on the same PC or server if
MICAS is installed and registered after the Synappx Go agent is installed.
Special characters in the PC name may prevent agent registration from completing.
Avoid special characters in the PC name where agent is to be installed.
If print jobs are not received by the MFP agent PC, it may be necessary to open either or
both inbound Transmission Control Protocol (TCP) port(s) 9100 and 515 on the MFP
agent server by creating rules on the machine’s Windows firewall. See the Appendix for a
description of the procedure that uses Windows 10 as an example.

o From Version 2.0 agents onward, the inbound firewall will be opened

automatically on the Synappx PC/server.

The Synappx Go MFP agent runs background services to enable scan, print, and copy
operations. Therefore, the agent PC or server must not be set for sleep mode since
agents cannot operate on a computer in a sleep state.
Synappx Go MFP agents use port 8080 for local communications. Ensure no other
application on the agent PC/server is using port 8080.

Installing the MFP Agent

1. Copy the Sharp Synappx Go MFP Agent.zip file (downloaded in the previous step) and
paste to a directory on the target PC or server.
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2. Unzip the file in the PC/server location. The package will include the files shown below.

-

Mame

: Sharp Synappx Go MFP Agent
Name
>!'3 Config

? HoldPrint

5 MySharp.MICASAgent.Setup-AnyC...
 MySharp.MICASAgent-AnyCPU
E‘setup

3. Double-click setup (setup.exe) to execute the installation.
4. When the InstallShield Wizard pops up, select Next.
&

Welcome to the InstallShield Wizard for
-ﬂ Sharp Synappx Go Agent

The InstallShield(R) Wizard will install Sharp Synappx Go Agent
on your computer. To continue, click Next.

WARNING: This program is protected by copyright law and
international treaties.

< Back [ﬂ Next > i l Cancel I

5. Read the End User License Agreement (EULA) and select | accept the terms in the
license agreement. If desired, print a copy of the EULA. Then select Next.

=

License Agreement
Please read the following license agreement carefully.

End User License Agreement

[m] »

Sharp Corporation ("SHARP") grants you (as an
individual, company, or legal entity) a license to
use the Software (as hereafter defined) subject to
the terms hereinafter set forth.

By indicating consent (by selecting "Yes", "Agree",
"Get"™, etc.) of this End User License Agrecement
("this License Agreement™) on consent confirmation

screen, you are agreeing to be bound by the terms
~F thiec Timanca Anracman +

"_Z._‘ 1 accept the terms in the license agreement |

() I do not accept the terms in the license agreement

InstallShield

[ <8k UU,MLN.ext> [ concel |
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6. The Destination Folder screen will appear. This screen describes the default target
directory for installation. In most instances, the default location is the preferred

location. To override the default, select Change and select the desired folder. Then
select Next. To use the default location, select Next.

i

Destination Folder ‘é‘.
Click Next to install to this folder, or click Change to install to a different folder. u

D Install Sharp Synappx Go Agent to:

C:\Program Files (x86)\Sharp\Synappx Go Agent\

InstallShield

l < Back ]L4 Next > ] [ Cancel ]

7. Theinstallation process will begin; it could take up to several minutes to complete.

When the InstallShield Wizard Completed screen appears, select Finish to complete
the installation.

Installing Sharp Synappx Go Agent * |
The program features you selected are being installed. H

| ]

L5

InstallShield Wizard Completed
Please wait while the InstallShield Wizard installs Sharp Synappx Go Agent.
This may take several minutes.

The InstallShield Wizard has successfully installed Sharp Synappx
Go Agent. Click Finish to exit the wizard.

Status:

InstallShield

< Back Next > < Back Cancel

The Synappx Go MFP agent will automatically connect to the Synappx Go cloud (hosted on
Microsoft Azure) and complete the agent provisioning, including use of X.509 certificates. Then,

it will automatically discover all Sharp MFPs within the previously specified IP range. Synappx
Go is now ready for assigning workspaces.
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Display Agent

The Synappx Go display agent creates a secure connection to the Synappx Go cloud and
manages document sharing to displays. A display agent must be installed on the PC of every
display that will be used with Synappx Go. Here is an overview of the display agent installation
and configuration:

e The display agent installation starts on a PC (see steps below). Before installation,
ensure the prerequisites are met.
o .NET 4.7.2is required. If not already installed, a prompt will appear to
download it during the agent installation. Allow the download.
e Thedisplay agent cannot be loaded on the same PC or server as the MFP agent.
e The display device self-registers to the Synappx Go cloud using X.509 certificates.
e The display agent is automatically visible on the Synappx Go Admin Portal.

e Prior to installing the agent, an administrator must download the display agent from the
Admin Portal to a separate PC. For convenience, you can download the display agent from
the Admin Portal once and copy the zip file to any other display computers that will be
configured to support Synappx Go. Then, run the setup on each computer, and each will be
configured and displayed automatically on the Admin Portal.

e Special characters in the PC name may prevent agent registration from completing. Avoid
special characters in the PC name where agent is to be installed.

Installing the Display Agent: Step by Step

1. Copy the Sharp Synappx Go Display Agent.zip file to a directory on the target display
PC or server and unzip it. The package will include the files shown below:

Mame

Sharp Synappx Go Display Agent.zip

Mame 1

| Config.ini
setup.exe

2. Double click setup.exe.

Version 3.0 | Oct 2021 Synappx Go Administrator Setup Guide Page | 26



3. When the InstallShield Wizard pops up, select Next.

‘E Sharp Synappx Go Agent - InstallShield Wizard

*

Welcome to the InstallShield Wizard for Sharp

. Synappx Go Agent
The InstallShield(R) Wizard will install Sharp Synappx Go Agent

on your computer, To continue, dick Next.

WARNING: This program is protected by copyright law and
international treaties.

4. Read the End User License Agreement (EULA) and select | accept the terms in the

license agreement. If desired, print a copy of the EULA. Then select Next.

are agreeing to be bound by the terms of this License

{®) I accept the terms in the license agreement Print

()1 do not accept the terms in the license agreement

Installshield

‘E Sharp Synappx Go Agent - InstallShield Wizard *
License Agreement
FPlease read the following license agreement carefully.

End User License Agreement ~
Sharp Corporation ("SHARP") grants you (as an

individual, company, or legal entity) a license to use

the Software (as hereafter defined) subject to the terms
hereinafter set forth.

By indicating consent (by selecting "Yes", "RAgree",

"Get", etc.) of this End User License Agreement ("this
License Agreement") on consent confirmation screen, you

v

<Back Cancel

5. The Destination Folder screen will appear. This screen describes the default target
directory for installation. In most instances, the default location is the preferred

Version 3.0 | Oct 2021

‘E Sharp Synappx Go Agent - InstallShield Wizard

Destination Folder
Click Mext to install to this folder, or didk Change to install to a different folder.

Install Sharp Synappx Go Agent to:
C:\Program Files (x86)\Sharp\Synappx Go Agent) Change...

InstallShield

*

< Back Cancel
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location. To override the default, select Change and select the desired folder. Then
select Next. To use the default location, select Next.

6. The installation process will begin; it could take up to several minutes to com7. 7.
7. When the InstallShield Wizard Completed screen appears, select Finish.

The Synappx Go display agent will automatically connect to the Synappx Go cloud hosted on
Microsoft Azure and complete the agent provisioning, including the use of X.509 certificates.
The display is now ready to be assigned to a workspace on the Admin Portal.

ﬁ Sharp Synappx Go Agent - InstallShield Wizard — *
Installing Sharp Synappx Go Agent

The program features you selected are being installed.

Please wait while the InstallShield Wizard installs Sharp Synappx Go Agent.
This may take several minutes.

Status:

InstallShield

< Back Next > Cancel
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Step 4: Add Workspaces

Workspaces can be meeting rooms, huddle rooms, individual offices, or common areas where
MFPs or displays are located—wherever collaboration happens. Create or import workspaces
from Microsoft 365 or Google Workspace on the Synappx Go Admin Portal Workspaces page.

Search workspace or location
(Type minimum 3 characters of workspace name or location) View summary of all configured workspaces, Agents and devices

Workspace location Type of device associated with workspaces Add Workspace icon

Workspaces

Search Workspace

[m]
[u] Conf Bm- 1w SOHO Montvale - Am1WSOHO@ emall com
[m] conf R - 1% CBGE Montvale ConfRM1WCBGB@ email com
[} nf Am - West Main ey Manual
[m] ConfBm- 1€ Nara Montale AMIENARA@ emall.com
[m] Conf Bm - 1€ Hyakuman Kai Montvale “ Am1EKaiE emai.oom
.5 1-s0132 > >

Workspace email

To add a workspace from your directory, select (+).

Workspaces
Search Workspace Remove Workspace + | fa
a Workspace Location Devices Email

From the Add Workspace window, you can import workspaces from Microsoft 365 or Google
Workspace or add workspaces manually.
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Import Workspaces
Image shows Microsoft 365 as an example.

Note: Characters may be case sensitive.

1. Type a few characters in the Workspace Name box. Microsoft 365 or Google
workspaces will appear. Select the workspace(s) to import. When finished, select Save.

Add Warkspace

@ Import from Office365 O Groups

Workspace Name(*)

conf|

ConfRm-1
C contam-2
ConfRm- 3
ConfAm- 4

ConfRm- §

Cancel

2. To add workspace groups, first check the Groups box. Then follow step 1.

Import Workspaces via CSV File

1. Select the Import Multiple Workspaces icon.

Workspaces

Search Workspace Remove Workspace Devices & Agents + B

(m] Workspace Location Devices Email

2. Follow the three-step process stated in the Import of Multiple Workspaces window.
The CSV file has a maximum of 50 workspaces and 500KB.

X

Import Multiple Workspaces

Process

1. Export the CSV file of Active users from Microsoft Office 365 admin center.
2. Edit the CSV to include only necessary workspaces.
3. Return to this screen and upload CSV file.

Choose File | No file chosen

Save Cancel

-

3. Select Choose File.
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4. Choose your file and select Open

. The selected .csv file must be a Microsoft Excel
Comma Separated Values File.

Organize *  New folder ] I @
: Favortes = Documents library el
M Deskiop = SA_Moodle : e
Js Downloads |
). Tech Bulletins
. Recont laces
] OneDr
¥ Dropbox -
1 Cloue Poral Office Microsoft Excel Comma Sep ~ Man
B Creative Cloud Files - 5 .
Microsoft Excel Comma Separated Values File (*.csv)
2 ibvaries .
, Documents All Files (*%)
<+ ic MontvaleQALcsv H '| N‘]alll]
File name: MontvaleQAlesv = Microsoft Excel Comma Sep =
open [+] [ concel |

5. The file will attach in the Import Multiple Workspaces window. Select Save.

Manual Input

Image shows Microsoft 365 as an example.

1. Select Manual Input.

Add Workspace

(O Import from Office365

(® Manual Input

Workspace Name(*)
Main Boardroom

Location

Headquarters|

2. Type the workspace name in the respective field. Type a location if desired.
3. Select Save.

4. Repeat to add more workspaces.
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Edit Workspace Name (Optional)

1. Select the workspace.
2. Select Edit.

Workspace : Conf Rm

Location:
email: Conf-room@company.org

Note:

MFPS (Multiple Devices Per Agent)

O Agent PC/Server Name Agent ID

[m] username-pc

vmware-42252e27f74abb7f-

Device

£ MX-3070N

@® MFP () Display

Add MFPs Remove

NFC Tag ID NFC Tag Action

©297661a-cof7-4d9c-8978-9194 ScanPrint

*Use Synappx Go Mobile App to set up NFC tag ID

3. The Workspace information box will pop up for editing.

Workspace information

Workspace name (*)

Conf Rm

Location

Note

£

< -

(*) Mandatory

4. Select OK when finished.
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Step 5: Associate Devices to Workspaces

Associate MFPs to Workspaces

1. Start by selecting a workspace from the list.

Workspaces

Search Workspace Remove Workspace + B

Workspace Location Devices. Email

|

ConfRm A Ay ConfRmA@email.com
ConfRm B ConfRmB@email.com

ConfRm C Irvine: = ConfRmC@email. com

Atrium Atrium@email.com

O o o o o

Showcase Center G ShowcaseCenter@email.com

2. The Workspace Configuration window will appear. Select Add MFPs.

Workspace: Conference Room A m
WFP (O Display Check In
Coation: @ wre O oeslay O
Email: Manual
Note:
MFPs (Multiple Devices Per Agent) addmirs B
D Agent PC/Server Name: Agent 1D Device: NFC TagID NFC Tag Action
No MFPs

Note: An MFP can only be assigned to one workspace at a time (i.e., it will not show in
the available MFP list after being assigned until removed from the other workspace).
If a MFP is not discovered by a subsequent agent (with an overlapping IP address range),
check to see if the MFP is already associated with another agent. This overlap information
will also be found in the System Log. If necessary, you can delete the MFP from the first
agent and rediscover it with the second agent.

3. Select the desired MFP model(s) to assign and select OK.

Select MFPs to Associate With This Workspace

MFP A MX-M565N #1111 192.168.100.1
[m] MFP B MX-5070V #22222222 192.168.100.2
(] MFP C MX-C301W #22333232 192.168.100.3
0O MFP D MX-C301W #44444444 192.168.100.4
O MFP E MX-C301W #55555555 192.168.100.5

4. Your workspace will now list the associated MFP(s) under the Device column. A
reminder to set up the NFC tag will appear. Select OK.
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Associate Display to a Workspace

1. Start by selecting workspaces from the list.

Workspaces

Search Workspace

O Workspace Location

m] ConfRm A =
(m] ConfRmB

m] ConfRmC Invine ]

O Atrium

(] Showcase Center @

Remove Workspace (SRS | 3

ConfRmA@email.com

ConfRmB@email.com

ConfRmC@email.com

Atrium@email.com

ShowcaseCenter@email.com

Workspace: Conference Room A
Location:

Email: Manual

Note:

MFPs (Multiple Devices Per Agent)

Agent PC/Server Name Agent ID Device
I MX-MS6SN
MFP A 192.168.100.1
* Use Synappx Go Mobile App to set up NFC tag ID

Use mobile app to set

m @® mFPp (O Display () CheckIn

Add MFPs Remove

NFC Tag ID NFC Tag Action

2. The Workspace Configuration window will appear. Select Add Displays.

Workspace: Conference Room A
Location:

Email: Manual

Note:

Displays (Single Device Per Agent)

Agent PC/Server Name Agent ID Device Display Information

No Displays.

* Use Synappx Go Mobile App to set up NFC tag ID

O MFP (@ Display (O Check In

Add Displays Remove

NFC Tag ID NFC Tag Action

Note: A display can only be assigned to one workspace at a time (i.e., it will not show in the
available display list after being assigned until removed from the other workspace).

3. Select the desired displays to assign and select OK.

Select Display Agent to Associate With This Workspace

Display Agent Agent ID
Display Agent Name d4-20201461122317 [} Display
Note: One display permitied per age: oK T
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4. Your workspace will now list the associated display agent under the Device column. A
reminder to set up the NFC tag will appear. Select OK.

Workspace: Conf Rm - A m O MFP @ Display () Check In

Location:

Email: ConfRmA@email.com

Note:

Displays (Single Device Per Agent) Add Displays Remove

NFC Tag ID NFC Tag Action

Agent PC/Server Name Agent ID

(m} No Displays

* Use Synappx Go Mobile App to set up NFC tag ID

Workspace Check In

An NFC tag can be configured for each workspace to capture check-ins. Users tap the tag to indicate
their location. Selecting the Check In button on the workspace page displays the check-in tag
information. See Associate NFC Tags for more information.

Workspace: Breakroom A
pac m QO mFP (O Display (@) Check In

Location Noth building 2FL
Email: Manual
Note:

Remove

Tags (Single tag Per Workspace)

O NFC Tag ID INFC Tag Action

() cdfd56sjgsddSfieius6935sd35 Check In

o Mobile App 10 set up NFC tag ID “

After a check-in tag is configured for a workspace, the check-in icon = will display on the
Workspaces page in the Location column.

O BreakRoom A () Montvale G Manual
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Summary of Devices and Agents—Management

From the Workspaces page, select Devices & Agents to access the Summary of Devices and
Agents for ongoing agent management

Workspaces

Search Workspace

Remove Workspace Devices & Agents + &

(] Location Devices.
O ConfRm A == ConfRmA@email.com
O ConfRm B ConfRmB@email.com
] ConfRm C Irvine: (=) ConfRmC@email.com
MFP Summary of Devices and Agents
Summary of Devices and Agents @® MFe O Display
1 2 3 5 6
Agent PC/ Server Agent ID / IP Address Version Updates Device Workspace
eskonA m-20205424
@ 192.168.1.2 2299920 £ No Devices Office 1
L
desktop-B auanreat
1 8 1.4.432.0 ® £ 1Device Office 2
@ e & A
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MFP Summary of Devices and Agents

e Select the link to remove associated MFPs or the agent.

Agent o If removing the agent, uninstall it from the PC or server using the normal
PC/Server Windows uninstall procedure to complete removal and avoid reconnection.
e Select Find MFPs to access SNMP Configuration and initiate MFP discovery.

e Select the Log link to view the system log for error or status messages

e Each system log entry has an error code (e.g. C102) at the end of the message,
which provides more detailed information on the log entry. Contact your Sharp
service provider for details.

e Agray agent ID indicates the agent has not been used for 14 days or longer.

e Ared triangle next to the agent ID indicates an agent error (e.g. agent is
disconnected) that needs to be addressed.

e Select the envelope icon Mo

Email Agent Log

aquire the agent log files from the AgentpC: PC123
Agent ID/ agent PC or server and email a link * Mandatory
IP Address to the files to up to five email " osmamen

addresses. The log file will upload
to the Synappx cloud and the link Sublect:
i . Synappx Go Agent Log for desktop-tkdaoeg
will be added to the email after
. . . essage:
selecting Send. The log link will T epen soont o
remain active for seven days.

P

Note: The Log is available for next 7 days. m Cancel

Version ‘ Select the agent version number to go to Agent Update page.

Ubdates An orange dot indicates a recent agent version that requiring update.
- A red dot indicates an outdated agent version requiring update.

e Select the device view details.
e Select Show All Devices to view all associated and unassigned MFPs.

6 Workspace ‘ Select a workspace to view associated devices.
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Display Summary of Devices and Agents

Summary of Devices and Agents O MFP @ Display

B A 144330

123.456.789.5 @

Edit. Clear Office 3

)
18
')

Remove Display Agent

1. Select the device/agent PC name. A dialog box will confirm agent removal.

Do you want to remove agent Device Name? Removed agent will be unavailable for future use.

2. Select OK. The Summary of Devices and Agents page will refresh and the agent will be
removed.

3. Uninstall the display agent from the PC using the normal Windows uninstall procedure.
This completes agent removal and avoids reconnection.

If an agent in the cloud is not removed during uninstallation, there may be more than one
agent with that name and IP address in the Admin Portal. If this occurs, manually remove the
uninstalled agent from the Admin Portal Devices and Agents page.

Display Information Settings (Required for Automatic Input Switching)

To support automatic input switching, each display must be configured on the Display
Information page. This is not a required feature but can save users time before sharing files to
displays (e.g. users may not know the display PC input or cannot find the remote) and to return
the display to a default input. For more information, go to Appendix B: Synappx™ Go Automatic

Input Switch.
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Step 6: Associate NFC Tags

Once you have assigned MFPs or displays to a workspace, use the Synappx Go app to associate
NFC tags with MFPs, displays, check-in locations, and assigned workspaces.

i0oS Android
1. Download Synappx Go from the 1. Download Synappx Go from the
Apple® App store. Google Play™ store.

GETIT ON

# [Download on the

@& App Store

® Google Play

Note: The sign-in information only needs to be entered the first time you sign in to the app
unless you change your password, log out or do not use the app for 30 days.

2. Open the Synappx Go app. When 2. Open the Synappx Go app. When
prompted, enter your Microsoft prompted, enter your Microsoft
365 or Google Workspace 365 or Google Workspace
credentials and accept the credentials and accept the
permissions request. permissions request.

Note: When an MFP or display associated with a workspace needs to be set up, a & wil
appear. You can sort by workspace name or by workspaces requiring NFC tag setup. Check-in
can be configured for any workspace.
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3. The Select Workspace screen will appear. All configured workspaces will display.

Select a workspace.

Admin Setup - NFC Tags >

—
N
Agent installation and workspace

configuration must be done via Admin
Portal before this NFC tag setup.

Select Workspace
~ A

Conf Rm - 1E Hyakuma... & >

Break Room o >
Conf Rm - 1E Finance >
Conf Rm - 1E Inspire >
Conf Rm - 1E Mahwah >
Conf Rm - 1E Nara 2

4. Alist of devices and a check-in option will appear below the workspace. Select a

< Admin Setup - NFC Tags

device or select Check In.

-
R
Agent installation and workspace

configuration must be done via Admin
Portal before this NFC tag setup.

Select Workspace

Break Room 0 v
g 357N o>
|! MX-3570N a) D
@ Check In w) >

Note: A smaller light gray NFC image indicates the device does not yet have an associated NFC
tag. A darker gray, larger icon indicates a tag has been associated.
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5. Confirm the workspace and device information is correct. Then, tap a new NFC tag
to associate the tag with the MFP, display, or check-in location.

< Admin Setup - NFC Tags

To Associate Tag with...

Workspace: Break Room
Enables: @ Check In

O

Tap NFC Tag

6. You will see a notification upon successfully associating the device or check-in tag.
Repeat for all other devices and workspaces.

£ Admin Setup - NFC Tags

Workspace: Break Room
Enables: @) Check In

NFC Tag successfully associated

Notes:

e Ablack dot next to the workspace name on the app indicates a check-in tag has been
configured.

e After configuration, the NFC tag ID for each configured device will automatically appear
on the Synappx Go Admin Portal workspaces page.

NFC tag settings can be changed on the mobile app by going to Settings > NFC Tag.
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Step 7: Add Users and Allocate Licenses

The Admin Portal users page allows you to manage the users in your organization who
access Synappx Go features on the mobile application.

Filter Users by all, active or inactive

Total number of users Number of assigned licenses Total available licenses

0 Active License(s) 40 Inactive License(s) 50 Total License(s) Add User icon

Number of assigned
licenses

Import User
ID icon

Search users (Type minimum 3
characters of user name)

Import CSV

Smith, Sharon smiths@email.com User ID card
numbers
0O Active Ames, Howie amesh@email.com o)
0 Active Carey, Fred careyf@email.com =
() Actve Lee, Joe leej@email.com -
O Active Jones, Don jonesd@email.com b
O Active James, Lily jamesl@email.com -
O Active Johnson, Frank johnsonf@email.com bl
0 Active Wilson, Robert wilsonr@email.com —
O Active Ling, Sally lings@email.com -
O Active Wild, Maggie wildm@email.com i
(active/inactive) i -

e Assign and remove licenses to and from users on this page.

e Guest users (who are frequently at your company) can also be invited to be Synappx
guest users

e Add administrators from the Admin Settings page (optional during initial setup but
recommended).

e Optional: Add user ID card numbers if MFPs are “locked” by PaperCut MF or Native
Authentication

Synappx admins can add any user within Azure AD or Google Workspace (if the Google

Workspace account permits). If there are multiple Synappx tenants within the same Azure AD,
each domain can only be associated with one account at a time.
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Add Users
Images show Microsoft 365 as an example.

1. Go to the Users page and select (+).

Users 10 Total User(s) 10 Active License(s) 40 Inactive License(s) 50 Total License(s) fa]

View

All - Search Users Q Assign License Remove License Remove User f& I3
* ID card entry is optional

User Name 1+

2. Type a few characters in the User Name field. Microsoft 365 or Google Workspace
users will populate. Select from the list shown. Then select Save.

Add User

Import from Office365
[ Groups

The dropdown list can show up to 999 users. Continue entering the User
name until the user you want appears in the list.

User Name(*)

|Tho

Thomas. John
Thomas, Leona

Thomas, Marcus

3. Groups of users may be added using the same procedure by first checking the Groups
box. Repeat until all desired users are added. Users appear as inactive on the Users page

Images show Microsoft 365 as an example.

USEI’S 10 Total User(s) 10 Active License(s) 40 Inactive License(s) 50 Total License(s) Q

Al « Search Users Q Assign License Remove License Remove User + B B

O User Name 1 Email ID Card 32
O Active John Doe Joe@Abc

0 Active Paul Smith Pauls@abc e

O Active Susan White SusanW@abc

O Active Colin Fisher ColinF@abc resserese

O Active Molly Lewis Molyl@abc . e

O Active Carl Martin CarlM@abe B —

0 Active Donna Bailey DonnaB@abc

O Active Conner Harris ConnerH@abc
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Import Users via CSV File

1. Select the Add Multi-Users icon.

Users 10 Total User(s) 10 Active License(s) 40 Inactive License(s) 50 Total License(s) 0_
View
Al ~ Search Users Q Assign License Remove License Remove Use + &
O License User Name Email IDCard &

2. The Import of Multi-Users window will appear. Follow the Process guidelines. The file
has a maximum of 50 users and 500KB.

Import Multiple Users
Process
1. Export the CSV file of Active users from Microsoft 365 admin center.

2. Edit the CSV to include only necessary users.
3. Return to this screen and upload CSV file.

Choose File | No file chosen

Save Cancel

Note: The selected file must be a Microsoft Excel Comma Separated Values File.

Microsoft Excel Comma Sep ~ Man

Microsoft Excel Comma Separated Values File (*.csv)
All Files (*#)

10 Man

3. Select Choose File. Choose the .csv file from the document library. Then select Open.

4. The uploaded file will appear in the Process pop-up window. Select Save. Users in the

—i .csv file will be added to the Users list on the Users

Import Multiple Users page.
Prbcess s

port the CSV file of Active users f;

< -~ i
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Optional: Invite Guest Users

From this Users page, you can allow frequent guest users to use the Synappx Go mobile app
and Synappx Meeting to access Sharp MFPs and display features. For example, a real estate
broker can invite real estate agents who use their office (but have separate email domains) to
use Synappx Go to easily share image or proposal files to a meeting room displays with co-
workers or clients. The guest user can also scan, copy or print cloud files with their own
personal settings from the mobile. Users can be a Synappx guest user for multiple companies
but must be provided with a Synappx Go license in each company.

Note: The following table describes the Synappx Go features that different kinds of guest users
can access. See the Synappx Go User Guide and the Synappx Meeting User Guide more details.

Synappx Go Guest User Support by Login Type

Features Microsoft 365 Google Workspace Custom Synappx
Guest' Guest' Account Guest

MFP

Scan @) O 0]

Copy o] O 0]

Print Cloud Files O 0O 0]

Print Release X X X

Locked MFPs X X X

Share to Display

Recently Modified, Search, Browse Files O O 0]
Share Files to Download, View and Edit (0] (0] (0]
Browser Based File Editing O (0] X
Remote Control Downloaded Files O (0] ]
Meet

Start Scheduled Meeting (If Invited) 02 02 X
End Scheduled Meeting (If Invited) 02 02 X
Meeting Control Page Access 02 0? X
Meeting Information Page 02 02 X
Create Ad Hoc Meeting 023 023 X
Check In 0 0 0

' Guest users who have existing Synappx Go logins to Microsoft 365 or Google Workspace may be
requested to accept an additional calendar access permission to use Meet features.

2 Workspaces on the Meet page will only reflect workspaces for (a) the first company that added
you as a guest OR (b) your home Synappx company if you are also a regular licensed Synappx Go
user.

3 For ad hoc meetings, as a guest, you can select a workspace to start a meeting in your home
company (if you have a home Synappx license) or a workspace in the first company that added
you as a guest; however, the workplace in the guest company will not be checked or booked on
the calendar.
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To invite a guest user:
1. Select the +icon.
2. Atthe bottom of the Add Users page, enter the guest email address, first name and last
name. Press Save.

Add User

(® Manual Input for Guest User
An invitation is emailed to the guest. Email address is verified when the guest
accepts the invitation

Email (*)

joesmith@acme com

First Name (*)
Joe

Last Name (*)
Smith

Save Cancel

3. An email (example below) is sent to the guest notifying them that your company has
invited them to be a Synappx Guest. See Synappx Go User Guide for details on their
acceptance process.

SYNAPPX

Good news!
You have been invited by the Synappx Admin of "myco.com” to be a Synappx guest user.

Please click to accept invitation

Accept Invitation

For additional help, visit our Support Site

Productivity wherever you go!

Please do not reply to this email

Terms of Use e Privacy Policy
Sharp Electronics Corporation » 100 Paragon Drive, Montvale, NJ 07645

4. The guest name is shown on the Admin Portal Users page as a Guest (Unverified) until
the guest accepts and selects their log in provider (Microsoft 365 user, Google
Workspace user or create a new Synappx custom account with their emal).
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Users 17 Total User(s) 17 Active License(s) 33 Inactive License(s) 50 Total License(s) ﬁ
View
All - Search Users Q Assign License Remove License Remove User + &

License

User Name T

User Type

* ID card entry is optional

ID Card &%

Email

‘

a Active Ben Charles bencharles@myco.com

a Active Eve Davis evedavis@myco.com

O Active Tom Jones tomjones@myco.com

a Active Joan Parker joanparker@myco.com e
(] Inactive Joe Smith Guest (Unverified) 7 joesmith@acme.com

5. If the guest accepts the invitation and log in provider to use to log into the Synappx
apps, the Admin Portal will show them as Guest. You can resend an email if the guest
didn't receive it by selecting the envelope. Assign a license for the guest (see section
below) and the guest will receive an email with details on how to download and access
the Synappx Go app.

Users 17 Total User(s) 17 Active License(s) 33 Inactive License(s) 50 Total License(s) Jal
View
All - Search Users Q Assign License Remove License Remove User + fo @
* ID card entry is optional
a Active Ben Charles bencharles@myco.com
] Active Eve Davis evedavis@myco.com
a Active Tom Jones tomjones@myco.com
O Active Joan Parker joanparker@myco.com e
O Active Joe Smith Guest (] joesmith@acme.com
Note:
e If you invite Google Workspace users to be Synappx guests in your company, the guest

user will need to have their company admin add required Synappx scopes in order for

that guest user to be able to use Synappx features. See Google scope details in this

document for more details.

Assign Licenses

Users 10 Total User(s) & Active Liconso(s) 47 Inactive License(s) 50 Total Liconse(s) Jal
View
All - SearchUsers Q Assign Liconse Remove User B B
(m] License User Name Ernail D Card Y
’ Inactive Weong, William wongw Demail.com ‘
] Active Thomas, lohn thomas|Femail com

Version 3.0 | Oct 2021

Synappx Go Administrator Setup Guide

Page | 47



From the Users page, check the box(es) of the user(s) to license and select Assign License.

License status will change to Active. Newly licensed users will receive automatic notification
emails with instructions to download and set up the Synappx Go mobile app. Print release
driver instructions need to be provided to licensed users (see Step 9: Configure Print Release
Driver and Share with users).

Users 10 Total User(s) 10 Active License(s) 40 Inactive License(s) 50 Total License(s) 0
View
Al « Search Users Q \ omove F e o +y 6 B
0O License User Name 1 Email ID Card Q¥
O Active John Doe Joe@Abc
\ O Active Paul Smith Pauls@abc e ‘

Optional: Manual Entry or Import User ID Card Numbers

Note: Only applicable to companies configuring Synappx Go for use with PaperCut MF or
Native Authentication. Do not enter user ID card numbers if Sharp MFP are not locked.

Integration with either of these systems requires entry of supported user ID card numbers in
one of three ways:

e Manual entry, editing or deletion of card IDs on this Users page.

e Import of user ID card numbers associated with supported Users.

e Synappx Go mobile entry of card numbers by each user.

For more details on card ID entry or import, see the separate Synappx Go Integration with
PaperCut Admin Guide or Synappx Go Integration with Native Authentication Admin Guide.
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Step 8: Configure Print Release Driver

To enable print release on the Synappx Go app, the network administrator or user must
configure a print driver.

Follow the steps below to install the Sharp universal print driver (or the respective MFP driver)
on your network PC. The Sharp UD3 is the recommended driver for print release.

1. Navigate to the Control Panel and select Devices and Printers.

Adjust your computer's settings View by: Large icons ~

J— Ay |
Administrative Tools !; AutoPlay '_y Backup and Restore ;M Color Management

‘:FI! Configuration Manager l_gr Credential Manager @8 Date and Time Q Default Programs
Dell Client System Update E. Desktop Gadgets QJ Device Manager i3] Devices and Printers
! Display @ Ease of Access Center Flash Player (32-bit) 4 |~ Folder Options

A Fonts I' Getting Started -0‘3 HomeGroup {;// Indexing Options

L = Locati d Oth
‘,J:r‘ Internet Options | &, | Java (32-bit) <> Keyboard D.i‘ ocation an er

¥ — 7 Sensors

< Mail (M ft Outlook Lk Network and Sh.
(\& ail (Microsoft Qutioo ? Mouse Lt etworian anng =) Notification Area Icons

- == Center v

2013) (32-bit)

n

2. Right click on the printer driver. Select Printer Properties.

See what's printing
v Set as default printer

Printing preferences

Printer properties

Create shortcut

Troubleshoot
Remove device

Properties
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3. Select the Ports tab. Then select Configure Port.

General Shang Pots  Aduanced Color Management Secutty Corfiguration
% PO33

Print to the following port(s). Documents will print to the first free
checked port.

Port Description Printer "

Standard TCP/IP Port
Standard TCP/IP Port
Standard TCP/IP Port

192. Standard TCP/IP Port P033 v

Add Port... Delete Port Configure Port...

Enable bidirectional support

Enable printer pooling

Cancel Aoply Help

4. Delete the current entry in the Printer Name or IP Address field and enter the
address of the MFP agent. Both RAW (TCP port 9100) and Line Printer Remote (LPR)

(TCP port 515) printing are supported. Ensure the PC firewall is configured to allow
TCP traffic on the selected port. Then select OK.

Port Settings
Port Name:

Printer Name or IP Address:

Protocol

®) Raw

Raw Settings

LPR Settings

[ SNMP Status Enabled

JLPR

Port Number: 9100

Note: If the username can be determined automatically, proceed to step 7. If the username
is not the same as the network credentials or if print jobs do not appear in a user’s print
queue when using Synappx Go, follow steps 5 and 6.
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5. If the username is not the same as the network credentials, right click the selected
MFP print driver and select Printer Preferences.

See what’s printing
v Set as default printer
Printing preferences

&rinter properties
Create shortcut

Troubleshoot
Remove device

Properties

6. Select the Job Handling tab. Check the User Name box and enter the user email -
prefix (e.g. GSmith). Select OK to save the setting for this driver.

Layout ‘ [@ Job Handling ‘ >

Favorites:

Factory Defaults - T Defaults

Print Release Authentication:

Document Filing None -

None -

+|UserName Job Name

4 GSmith

Auto Job Control Review

D vty Job End

e
(i

=y

e [ cace | [ appy [ Hew

7. Through your normal driver distribution process, provide the configured Synappx
Go print release driver to licensed users. Users will use the driver in normal print
operations for Synappx Go print release jobs.

Note: If Synappx Go print jobs do not get to the MFP agent PC, see Appendix A: Windows Defender
Firewall Post-Installation Configuration. Licensed Synappx Go is now ready to use!
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Admin Settings (Optional)

Administrator Management

Admin users are administrators for the Synappx Admin Portal. Administrators manage key
components such as workspaces, users, devices and licenses. Administrators can also add and
remove other administrators to and from the system. Additional admins do not require Azure
administrator privileges. However, they need to be a member of the organization’'s Microsoft
365 or Google Workspace environment.

Here is a list of features for full and support administrators.

Service \

Page

Functions

View workspace list Yes Yes
Add workspace (manual) Yes No
Add workspace (import from Office 365/ Google Workspace) |  Yes No
Workspaces |Add workspaces with Group Yes No
Add workspace (import CSV) Yes No
Remove workspace Yes No
Edit workspace Yes No
S View admin user list Yes No
yf‘appx Admin User |Add/remove admin user Yes No
Admin Portal ) :
Edit admin role Yes No
(Common) - —
View supported domains list Yes Yes
Domains Refresh domain list Yes No
Edit supported domain alias list Yes No
Subscription  |View subscription list Yes Yes
View report Yes No
Report
Export report Yes No
System Log  |View and export log Yes Yes
Admin Log  |View and export log Yes Yes
Register/remove device in workspace Yes No
Synappx - :
Meetin Workspaces |View workspace details Yes Yes
8 Assign/remove license Yes No
View user list Yes Yes
Add user (import from Office 365/Google Workspace) Yes Yes
User Add users with Group Yes Yes
Add user (import CSV) Yes No
Assign/remove license Yes Yes
Remove user Yes No
Workspace Add MFP Yes No
Svnapbx Go P Add display Yes No
ynapp Devices and  |View workspace details Yes Yes
Agents Edit settings, re-discover, etc. Yes No
Notifications Vle.w pafgfas . : : Yes Yes
Edit notification email settings Yes No
Download MFP agent Yes No
Downloads )
Download display agent Yes No
Update agent Yes No
Agent Update P E .
Update policy Yes No
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Add Administrators (Recommended)
Synappx Go ~ Full administrators can perform all functions on the Admin Portal after the

primary admin accepts the initial permissions.

1. Go to Admin Settings on the Admin Portal. On the Admin Users page,
select (+).

@ Admin Users

Admin Users

+

Admin Users Email Address

2. Type a few characters of the admin’s name in the Admin Name field.
Names from your organization will appear. Select names from the list.

Add Admin

Admin Name
Tho

Thomas, John

Thomas, Leona
' Thomas, Marcus !:
3. Under Role, select Admin for full administrative rights or Support Admin for

limited capabilities. Admin is the default. See Administrator Management for more
information. The role can be edited later by selecting the admin name.

nAman

Add Admin

Admin Name

Thomas John

Role
Admin

Support Admin

Save Cancel

4, Select Save. The new administrator will appear on the Admin Users list.
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Notification Preferences

Administrators can set preferences to receive notification emails or mobile push notifications.
Admins set their own email notifications; individual selections will not impact other admins. The
default is no notifications.

There are three notification options:
e Agent Service Action Required: Notifies admin of agent error that requires action.
e Agent Successfully Updated: Notifies admin when agent update is successful.
e Agent Available for Update: Notifies admin of available agent update.

To set email notifications:
1. Individual admins log in to the Admin Portal.
2. Select Notification Preferences in the Admin Settings tab.
3. Check the box(es) to enable notifications.

Notifications

Via email Via mobile
Agent action is required (] v
Agent is successfully updated (]
Agent is available for update (]
* Use Synappx Go Mobile App to set up mobile notifications S

Use the Synappx Go Mobile App to set up mobile notifications. Selected notifications are shown
on the Notifications page but cannot be edited.

To set mobile notifications:
1. Open the Synappx Go app.

2. Openthe menu.
3. Select Settings > Mobile Notifications.
4. Tap the toggle to enable mobile notifications. A teal toggle enables notifications.

< Mobile Notifications

Notify me when...
Agent action is required o
Agent is successfully updated

Agent is available for update
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Supported Domains

The Supported Domains page automatically collects domain aliases from Azure Active
Directory or Google Workspace. The default setting is to enable all domains.

Note: If an admin disables a domain that is already selected, then the associated users
and workspaces will also be disabled.

Admins can choose which domain aliases to enable or disable by checking and unchecking the
boxes; these settings apply to Synappx Go and Synappx Meeting. Primary domains cannot be
unselected. Select the refresh icon C to view new domain aliases added to Azure AD or
Google Workspace.

Supported Domains

Azure AD Domain Aliases. Enabled
abc-company.com
abcoffice.com O

Microsoft 365 customers who licensed Synappx Go or Meeting before Version 1.3 may see a
blue box with a link to opt in to the directory.read.all permission to retrieve domains.

Supported Domains

Azure AD Domain Aliases Enabled

abe-company com
abcoffice.com ]

The feature require: ion from Office365 Admin

Office365 Admin needs to logout and login with

https:/alt inportal.sh ud.com?prompt=admin_consent
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System Options: Agent Updates and Logs

The Admin Portal System page has four options: Agent Updates, Admin Log, System Log, and
Check In Log.

Logs
The Synappx Admin Portal provides event data to assist with identifying and resolving issues.

Admin Log

Since multiple administrators can configure and manage the system, the admin log provides a
record of administrator actions on the Admin Portal. For selected Actions, hover over the text
to see more details.

If both Synappx Go and Synappx Meeting are licensed, system logs for both services are
available on this page.
1. Tofilter log events, select the button to select and deselect services. (Teal buttons
are selected, and white buttons are deselected.)
2. To export all logs, enter a start and end date and select Export. A CSV file will
download automatically.

Admin Log
Synappx Meeti @ Synappx Go
e & Synape Choose Start date . Choose End date .
View
All Users - C
Log Date 4 User Name Service Name Category Action
0712412020 04:09 PM Jane Doe Login Login
0772412020 01:45 PM John Doe Login Login
07/2312020 07:13 PM John Doe Go Logout Logout
07/23/2020 06:58 PM John Doe Go Logout Logout
0712312020 06:13 PM Jane Doe Login Login
0712312020 03:41 PM John Doe Login Login

Privacy Policy | Termsof Use | Help | Copyright ® 2019 SHARP CORPORATION

Download will start now

1 file(s) will be downloaded.
It will take 1 minute(s) to complete the download.
Please don't leave the page and don't click the export button till the download is complete.

1 file(s) have been downloaded.
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Check In Log

Check-in logs help admins track employees’ touch points in the workplace.

Note: Synappx Go tags must be configured to capture user check-in events (see Step 5:
Associate NFC Tags).

1. Enter a start and end date and select Export. A CSV file will download automatically.
2. Select OK.

Check In Log

Choose Start date - Choose End date -

Download will start now

1 file(s) will be downloaded.
It will take 1 minute(s) to complete the download.
Please don't leave the page and don't click the export button till the download is complete.

1 file(s) have been downloaded.

The CSV file contains information on users who have tapped check-in, MFP or display NFC tags.
Log data includes user name, user ID (email address), date and time, workspace location, action
and MFP or display agent IP address (if applicable).
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System Log

If an MFP or display agent is unable to complete configuration with the Synappx cloud or if
subsequent agent or mobile error conditions occur, information on those events can be found
in the system log. Some errors have additional details that can be viewed by hovering over the
error text. Logs for successfully installed and configured individual agents can also be found by
selecting the Log link for each agent (see Summary of Devices and Agents).

If both Synappx Go and Synappx Meeting are licensed, system logs for both services are
available on this page.
1. Tofilter system log events, select the button to select and deselect services. (Teal
buttons are selected, and white buttons are deselected.)
2. To export all system logs, enter a start and end date and select Export. A CSV file will
download automatically.

System Log
Synappx Meeting G Synappx Go g Admin Portal
£ 2YOPR 9 W Synapp Choose Start date ~  Choose End date v Export
View
All Users / Agents - &
Log Date User Name / Agent Name Application 1 Category Emor
0712312020 01:00 PM John Doe Synappx Go Agent Job SeIreio fRmove:egent g
2 meppX G0 o8 o uninstall. (S101)
07/20/2020 02:23 PM Brock Lee Admin Portal Login Failed to Login
07/17/2020 0120 PM John Doe Synappx Go Agent Discover Agsnitcomminication fafled- StailSiop
ynapp Ll \covery agent services. (C125)
07/17/2020 01:19 PM John Doe Admin Portal Job Failure to remove agent. (S109)
07/17/2020 01:19 PM Brock Lee Admin Portal Job Failure to remove agent. (5109)
07/15/2020 01:26 PM Synappx Go Agent Job R e Ve RN LCg
John Doe SNoppX 0o uninstall. ($101)

Privacy Policy | Termsof Use | Help | Copyright © 2019 SHARP CORPORATION

Download will start now

1 file(s) will be downloaded.
It will take 1 minute(s) to complete the download.
Please don't leave the page and don't click the export button till the download is complete.

1 file(s) have been downloaded.

Each Synappx Go system log entry on this page and on the individual agent log pages have an
error code (e.g. C102) at the end of the message. This provides more detailed information on
the log entry. Contact your Sharp service provider for details. Note: If a MFP was discovered and
associated with a previous agent, it cannot also be discovered by a different agent. This error
will be shown in the System Log page (underlined text) and can be removed from the first agent
(if desired) so the MFP can be rediscovered and added to a different agent.
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Update Agents

Agent Updates displays an overview of all agent version numbers, including new versions
available or recommended for installation and the option to set an update policy.

Agent Update Management

‘l
i
B
i

ype Agent PC/Server Name IP Address Version Update Policy Last Updated
Auto [Any Day after 02:00
D MFP User!-PC 192012 2.0.1024.0 AHMD] [Any Day ater 3/18/2020 11:05 AM
(] Displa Usar2-PC 192013 1.4.433.0 @ Manual [New version Priortov2.0
pay sere T available |
(u] MFP UserdPC 192014 144320 @ Auto[Any Day aer 0100 o112

AM]

Synappx Go MFP agents with versions 1.3.323 and later and display agents with version
1.3.322.0 and later update automatically by default. The Version column shows the version
number of each agent. Colored circles represent older versions that require updates.

® Represents outdated version requiring update

@ Represents recent version requiring update

The Last Updated column shows the day and time of the last successful update. If an agent
was updated before version 2.0, the entry for that agent shows Prior to v2.0.

Update Policy

Admins have options to customize the agent update policy by selecting an agent and the
Update Policy button.

Update Policy

@® Auto*

Preferred on  Any Day v after 01:00 ~+ AM~

(O Manual

* Auto update is supported for
1) MFP Agent with version > 1.3.318.0
2) Display Agent with version > 1.3.321.0

e Seta preferred day and time for automatic updates (Default is any day after 1:00 A.M.)
e Select Manual to disable automatic updates
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Note:

o If agent PC/server is asleep during the auto update time, the system will check for updates
after the Synappx services are restarted. Recommend to set the auto update schedule for a
time when the agent PC is likely to be available for auto update.

Manually Update Agents Released before Version 1.3

1. From the Downloads page, download the agent again.
2. A pop-up box will display a prompt to upgrade the agent. Select Yes.

Sharp Synappx Go Agent - InstallShield Wizard

This setup will perform an upgrade of ‘Sharp Synappx Go
Agent’. Do you want to continue?

Yes No

Follow the InstallShield Wizard instructions.
4. If the Synappx service is running, a window will prompt the admin to stop the service to
continue the upgrade installation. Select Automatically close and attempt to restart

applications. Then select OK.

w

\ﬂ Sharp Synappx Go Agent - InstallShield Wizard

Files in Use

Some files that need to be updated are currently in use.

The following applications are using files that need to be updated by this setup.
Sharp Synappx Go Agent Service

@) Automatically dose and attempt to restart applications.
") Do not dose applications. (A reboot will be required.)

e

5. Repeat this procedure for both agents if applicable.
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Analytics

Overview
Reports provide visualized data to help administrators understand Synappx Go usage patterns.
Administrators can select start and end dates to view analytics within specific time periods.

Analytics

Period: 02/01/2020 - 03/25/2020

Usage Overview

7] 7] ]
Synappx Go Mobile App Hourly Synappx Go Mobile App Daily Synappx Go Mobile App Monthly
Usage (with Mean) Usage (with Mean) Usage (with Mean)

Reports can be downloaded as CSV file(s) by selecting the time period from the start date and
end date drop-down windows and selecting Export.

Available Data, Feature and Device Usage

Mobile App Usage (with Mean)
These three bar charts show mobile app usage by user activity (i.e., scan, print release, share to
display) per hour, day, or month with mean.

Usage by User: Top 10
The stacked bar chart shows MFP usage (i.e., scan to me, scan to email, scan to cloud, print
release) by username during the selected time period.

Usage by Device: Top 10
The stacked bar chart shows MFP usage (i.e., scan to me, scan to email, scan to cloud, print

release) by MFP during the selected time period.

Display Content Downloaded by Cloud Storage
The pie chart organizes downloaded content by cloud storage provider.

Display Content Types Downloaded: Top 10
The pie chart organizes downloaded content by file type (e.g. PDF, TIFF).

Usage by Workspace: Top 10
The horizontal bar chart shows feature usage by workspace.
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MFP Usage by Job Type
The pie chart displays overall scan and print release proportions during the selected time
period.

MFP Usage by Scan Job Type
The pie chart shows the scan destination (me, email, cloud storage) proportions during the
selected time period.

MFP Scan File Size by Destination
The scatter chart displays the file size by scan destination during the selected time period. It
displays the scan file size mean and standard deviation.

MFP Job Usage by MFP: Top 10
The Sankey diagram shows the flow of scan and print jobs by MFP during the selected time
period.

MFP Usage by Hours: Top 10
The heat map visualizes individual MFP usage over hours of the day during the selected time
period.

MFP Scan to Cloud Usage by Storage Sites
The pie chart shows providers used to scan to cloud storage.

MFP Scan File Size by Type
The scatter chart displays file size and mean by scan job destination.

Display Usage by Hours: Top 10
The heat map visualizes individual display agent usage over hours of the day during the
selected time period.

Mobile Usage by User and Date: Top 10
The area chart shows the overall mobile app usage by username and date during the selected
time period.

Mobile App Usage Frequency by User: Top 10
The stacked bar chart shows the mobile app feature (e.g., scan, print, share, NFC setup) usage
by user during the selected time period.

Mobile App Daily Usage by Operating System
The stacked bar chart displays mobile user activities by mobile operating system (iOS and
Android) during the selected time period.

Check In Actions by Workspace
The stacked bar chart shows check-in actions by workspace, including check-in NFC tag actions
and MFP or display feature use.
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Synappx Go No Login (Free Scan to email and Copy)

As an alternative to the fully featured, licensed Synappx Go application, you have an option for
users to access Synappx Go No Login (free copy and scan to email).

The free version of Synappx Go does not require agent install or NFC tags. It enables simple copy
and scan to email functions by scanning a QR Code.

The full version of Synappx Go can be unlocked when a user license is assigned, the Synappx Go
agent is installed and an NFC tag is mapped. Once the full version is unlocked, users will have an
access to copy, scan to email, scan to cloud storage services, share to display, and more.

Both the licensed and free Synappx Go are available from the same Synappx Go mobile app
downloaded from the Apple App Store or Google Play site.

System Configuration

Before using the Synappx Go No Login version, you need to configure the Sharp workgroup (A3)
and workgroup desktop (A4) MFPs by installing an embedded app in each MFP users will
access. Go to the MFP application section in the Synappx Support Site for more information
about the applications. For compatible MFPs, see the list of supported Sharp A3 Workgroup
MEPs.

Here are the installation steps for each MFP type:
Sharp Wrokgroup A3 MFP and Select A4 Model Setup
To install and configure each MFP to support Synappx Go No Login use:

1. Download Synappx Go - No Login.emo from the Application Portal or contact your
authoried Sharp service provider to receive the application

2. Open browser and access http://<IP Address of SHARP MFP> and log in as
administrator.

3. Navigate to System Settings >> Sharp OSA Settings >> Embedded Application
Settings. Click on Add(Y).
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SHARP
MX-3551

Sharp OSA Settings

Address Book

Condition Settings

Standard Application
Settings

Receiving Application
Seating

External Accounting
Application Settings

2 Embedded Application
Settings

Polling Setting

External Service Connect

[ operation Manual Download & Sitemap

English -

User Name: A

System
settings

I Embedded Application Settings

T Back to Menu List

“Your request was successfully processed.”

Application Hame

4. Browse and select ‘Synappx Go - No Login.emo’ file. Click on Execute(U).

SHARP
MX-3551

Status Address Book

Sharp OSA Settings

Condition Settings

Standard Application
Settings

Receiving Application
Setting

External Accounting
Application Settings

) Embedded Application
Settings

Polling Setting

External Service Connect

cument
rations

User Control

I Installation of Embedded Application

Cancel(R)

Select File:

cancel(R)

[ operation Manual Download && Sitemap

English v ﬂ
User Name: Administrator

System
Settings

R Back to Menu List

e———

(Up to 200 characters)

Execute(U)

5. Ensure that Register as Standard Application checkbox is selected. Click on

Execute(U).

SHARP
MX-3551

. e - conel

Sharp OSA Settings
Condition Settings

Standard Application
Settings

Receiving Application
Setting

External Accounting
Application Settings

) Embedded Application
Settings

Polling Setting

External Service Connect

I Confirm Application

File Name:
Application Name:
Version:
Company Name:
Application Type:

+ Register as Standard Application

Execute(U) Cancel(C)

[ operation Manual Download & Sitemap

English v

User Name: Administrator

System
Settings

T Back to Menu List

Synappx Go - No Login.emo
Synappx Go - No Login
1.1.0.0

Sharp

Standard Application

6. Ensure that app registered successfully.
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SHARP
MX-3571

Sy OIA Bolings I Embedded Application Settings

Condition Sattings

Upins®)
Standard sppiication
Setings

Application Mame o,

oo

Receiving Application
Satting

External Accounting
agplication Settings

Embadded Application e Orive Conmecto 3
Sattings

Polling Setting
Application Portal Settings Exchange Connect .
External Sarvica Connect

7. Navigate to System Settings >> Home Screen Settings >> Condition Settings. Go to
Home Button table and select the home screen app you want to replace with Synappx
Go No Login. Click that app name.

SHARP
MX-3551
e s
5) Condition Settings
Icon
Background Image Black
o
snes
= e
:

8. Go to Sharp OSA section and select Application. Use the dropdown next to Application
to select the Synappx Go No Login app. Press Submit at the bottom of the page.

SHARP

MX-3551

[ r—
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9. View MFP home screen to confirm front panel is show showing the Synappx Go - No
Login button.

s HDD

=
File retrieve P sharp 0SA = . Job Status

02:54 PM
<

=

Synappx Go - Sharp OSA
No Login

'
S Q —
Mol % g Eg
Total Job Status Easy
Connect
(QR code)

10. Press the Synappx button and content with a QR code is displayed on the MFP. This is
the QR code that should be scanned to use the Synappx Go - No Login Go features.

LINE PRINTER

& Synappx Go - No Login ﬁ et - Job Status

€D set the original ) Use Mobile to set up ) Execute the job

ﬁﬂ» - »

Place the original on the document Set from the mobile application. Scan this QR code to
qglass or load it into the document execute the job.
feeder.
Model Name: MX-3551
Serial Number: XOOOO000000( Version: 1.0.7
Notes:

e In the future, selected MFPs will be configurable to allow the QR code to be
shown on the MFP home screen.

e Ifyou are installing a new version of the embedded app, uninstall the previous
version

Configure E-mail Settings on Sharp Workgroup A3 and Select A4 MFPs

1. From browser, navigate to http://<MFP_IP_ADDRESS> e.g., http://172.29.123.45
2. Select System Settings > Network Settings > Services Settings > SMTP.
3. Ensure appropriate E-mail SMTP fields are configured for your environment.
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Configure Email Setting for Office 365 SMTP Server

In the page shown above, when configuring for an Office 365 SMTP server, set the values as
follows:

Primary Server: smtp.office365.com

Port Number: 587

Sender Name: <Office 365 username of account enable for Authenticated SMTP>
Sender Address: <Office 365 email address of account enabled for Authenticated SMTP>
Enable SSL: Check box

SMTP Authentication: Check box

User Name: <Office 365 email address of account enabled for Authenticated SMTP>
User Password: <account password>

Swm e o0 T

Sharp Workgroup Desktop A4 MFP Model Setup (MX-Cx07, MX-C357F,
MX-B427, MX-B467, MX-Bxx7 Series)

See the list of supported Sharp A4 MFPs. To install and configure each A4 MFP to support
Synappx Go No Login use:

Download the Synappx Go-No Login.fls from the Sharp app download site
From browser, navigate to http://<MFP_IP_ADDRESS> e.g., http://172.29.134.45
From the left side menu, select Apps.

Expand Installed Apps section, select Install an app.

Select Browse, navigate to the Synappx Go - No Login.fls file), select Open.
Select Install.

AR L o

Version 3.0 | Oct 2021 Synappx Go Administrator Setup Guide Page | 67


https://business.sharpusa.com/synappx-support/Synappx-Go/System-Requirements/MFP-Display-Support
https://business.sharpusa.com/synappx-support/Synappx-Go/System-Requirements/MFP-Applications

USB urve
Network/Ports
Security
Reports

Address Book

Shortcuts

Bookmarks

Site Map

AT Web Resource

This web application provides
content delivery for common web
resources used by eSF
applications

Installed Apps

App file to install:
'No file selected

(= Easy Fax
d Sharp Easy Fax

changes to the application
settings to take effect, the printer

State: Running

State” Running
(More...)

7. From the MFP embedded web page, Select Device in Settings section.

®

Expand Home Screen Customization section.

9. Drag Synappx Go - No Login from Icons on other pages column to Icons on Page 1

column.
10. Select Save.

E— -

Select Option

Status
Settings

Print

Paper

Copy

Fax

E-mail

FTP

USB Drive

Network/Ports

Security

Reports
Address Book
Shortcuts
Bookmarks
Apps

Site Map

Import Configuration [§ Export Configuration

Settings > Device

Device

Preferences

Eco-Mode

Remote Operator Panel
Notifications

Power Management
Accessibility

Restore Factory Defaults
Maintenance

Visible Home Screen Icons
Home Screen Customization

Restore icons to default m
lacation

Drag and drop fo reorder or move icons between pages in home screen. Page 1 of the home screen can only

have up to [8] icons.
Icons on Page 1 Icons on other pages
Synappx Go - No Login BLANK SPACE
Copy
E-mail

Fax
Status/Supplies
Job Queue

Settings

11. To launch the application, from the MFP home screen select Advanced.
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Job Status

04:05

i

Advanced

12. Select Synappx Go - No Login application icon and the QR code will be shown for the
Synappx Go user to capture from the mobile app to start scan to email and copy.

Remote operator panel activat.. P Synappx Go-No Login

1, Place the original on the glass or in the document feeder.
2. Use the mobile app to select a Copy or Scan operation.
3. Scan the OR code to execute the job.

Synappx Go- No
Login

e Note: If you are installing a new version of the embedded app, uninstall the previous
version

Configure Scan E-mail Settings

To send scan emails from the A4 model, configure the MFP SMTP settings.

1. From browser, navigate to http://<MFP_IP_ADDRESS> e.g., http://172.29.134.45.
2. From the left side menu, select E-mail under Settings section.

3. Expand E-mail Setup section.

4. Ensure appropriate E-mail SMTP fields are configured for your environment.
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Select Option

Status

Settings
Device
Print
Paper
Copy

FTP

USB Drive

Network/Ports

Security

Reports
Address Book
Shortcuts
Bookmarks
Apps

Site Map

E-mail

E-mail Setup

Primary SMTP Gateway (123.45.67.899

Primary SMTP Gateway
Port

25

Secondary SMTP Gateway |

Secondary SMTP Gateway (25
Port

SMTP Timeout

w

0

Reply Address [support@sharpsec.com

Always use SMTP default 0O
Reply Address

Use SSL/TLS | Disabled + |

Require Trusted Certificate 0O

SMTP Server [ No authentication required v |
Authentication

Device-Initiated E-mail [None v
User-Initiated E-mail None ~ |

Configure Scan Email Sending Use with Office 365 SMTP Server

If using Office 365 as the SMTP server:
1. To enable account for SMTP, login to admin.microsoft.com.
2. Select Users > Active Users, then select user account that will be used for SMTP

authentication.

On the right-hand side pane, select Mail tab.

Under Email apps section, select Manage email apps.

Select Authenticated SMTP and Save changes.

Browse to device embedded web pages.

From the left side menu, select E-mail under Settings section.
Expand E-mail Setup section.

Set the values as follows:

W o Nk Ww

a. Primary SMTP Gateway: smtp.office365.com
b. Primary SMTP Gateway Port: 587
c. Reply address: <Office 365 email address of account enabled for Authenticated

SMTP>

@ 0o

SMTP>

Use SSL/TLS: Required

SMTP Server Authentication: Login / Plain
User-Initiated E-mail: Use Device SMTP Credentials
Device Userid: <Office 365 email address of account enabled for Authenticated

h. Device Password: <account password>
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No Login User Experience

As an alternative to the more fully featured, licensed Synappx Go application, users have an
option to use the Continue Without Login (unlicensed) version with more limited MFP
features—scan to email and copy. Both the licensed and No login (free copy and scan to email)
Synappx Go are available from the same Synappx Go mobile app downloaded from the Apple
App Store or Google Play site.

Before using the Continue Without Login (unlicensed) version of Synappx Go, ensure the Sharp
MFP you will use has been configured to support this feature. You should be able to select the
Synappx Go - No Login icon from the MFP. See details below for more information.

To use the Synappx Go No Login version:

1. Download the Synappx Go iOS or Android app from the Apple or Google app stores.
2. Select Continue Without Log In.

Synappx Go

—_
Continue
Without Log In

3. Agree to the End User License Agreement.
4. The Home screen is displayed on your mobile.
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Scan Features

Synappx Go

g

Enable Scan and Copy

& Scan
—E| Copy

With this No Login scan feature, you can:
e Scan to Me (scans to your email)
e Scan to Email addresses
e Scan to Favorites (pre-set email groups)

For time savings, you can optionally set up the following before using Scan.

Scan to Me set up:

1. Select Scan.
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Synappx Go

g

Enable Scan and Copy

ﬁ Scan
_EI Copy

Print Release

Print Cloud Files

2. Select Configure next to Scan to Me and enter your email address. To later change or
remove this, select Edit.

10:44
« TestFlight

Place document in feeder Place document in feeder
or glass and press "Scan" or glass and press "Scan"
— Scanto Me
Scan to Me: Off Configure q CANCEL oK e
Color Mode: Auto 0 Calor Mode: it W
Resolution (dpi): 200 Resolution (dpi): 200
File Format: PDF File Format: PDF
Scan Scan

Scan to Favorites set up:
1. Select Scan from home page.

2. Enter each email address and press +. Repeat as needed to add up to ten email
addresses.
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Place document in feeder
or glass and press "Scan"

tomjones@acme.com a
barbtaylor@acme.com e
Scan to Me: Off Configure
Color Mode: Auto O
Resolution (dpi): 200

File Format: PDF

3. Select the Star icon at the top of the page. Enter a favorite email group name and
press OK. The favorite list will be selectable each time you scan. You can add up to five

favorites.
Place document in feeder
or glass and press "Scan"
Add To Favorites
bs
Sales Team

S¢ CANCEL oK

Color Made: Auto w’

Resolution (dpi): 200

File Format: PDF

Scan Use

1. Place the document to scan in the MFP feeder or place a single page on the glass.
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2. Select Scan.

= Synappx Go

Enable Scan and Copy

ﬁ Scan
_§| Copy

Print Release

Print Cloud Files

3. Select a scan destination (one of the following options).
a. For Scan to Me (if configured), select Off to turn On.

Place document in feeder
or glass and press "Scan"

Scan to Me: On Edit
Color Mode: Auto Q
Resolution (dpi): 200
File Format: PDF

b. For ad hoc Scan to Email, enter each email and press + to add to list. If you
have provided access to your mobile contacts, names matching your typing will
be shown as you type. Note: If Scan to Me is turned On, turn Off to scan to
other addresses or favorite
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Place document in feeder
or glass and press "Scan"

tomjones@acme.com °
barbtaylor@acme.com °
Scan to Me: Off Configure
Color Mode: Auto 0
Resolution (dpi): 200

File Format: PDF

c. For pre-defined Favorites, select the Favorites icon E at the top of the page
and select the Favorite email list to use.

Place document in feeder

Favorites
Sales Team o B
Sq
Ce CANCEL
Resalution {dpi}: 200
File Format: PDF

4. Check the scan settings and, if desired, touch the default scan settings to select another

option. Optionally, you can also select the gear icon Bl in the upper right corner to view
and change any of the supported scan settings. Note: Some settings are only available
in the full licensed version.
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4 TestFlight

< Scan Settings

Color Mode >
Auto
Resolution (dpi) )
200
Place document in feeder Page Size
or glass and press "Scan" Auto
File Format
PDF >
tomjones@acme.com
e 2-Sided Scan >
barbtaylor@acme.com e 1-Sided
Blank Page Skip )
Off
Scan to Me: Off Configure
Compression
Color Mode: Auto G JPEG
Resolution {(dpi): 200 Compression Ratio
File Format: PDF piddio

5. Select Scan.

6. You are prompted to scan the Synappx QR code on the MFP front panel. Press OK on
that page and your camera will automatically open (note: the first time, you will be
asked to allow the Synappx Go app to access your camera).

< Scan

Scan QR code on MFP Display

O Don't ask again

7. Point your phone at the Synappx QR code. Depending on the MFP model, you may have
to select the Synappx Go - No Login button or Advanced button, then Synappx Go -
No Log in button on the front panel before the QR code is displayed. Note: In the
future, some models will be configurable so QR codes can be shown on the MFP home
screen (with no touch required).
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i & Synappx Go - No Login -]
02:54 PM -

D set the original €) Use Mobile to set up €) Execute the job

Synappx Go - » g — ﬁ L > > p

No Login

Place the ariginal on the document ‘Set from the mabile application. Scan this OR code to
glass of load It into the document execute the job.
feeder.

Model Name: MX-3551
Serial Number: J00000C000(

Version: 1.0.7

Job Status

Remote operator panel &

04:05

&

Advanced

Synappx Go-No
Login

On Supported Sharp A4 Models Synappx Go - No Login

1. Place the ariginal on the glass or in the document feader.
2 Use the mobile app to select a Copy or Scan operation.
3. Scan the QR code to execute the job.

8. When the mobile camera captures the Synappx QR code image, MFP scanning starts
and you will see a scan success screen on your mobile. The MFP front panel will also
show the status. Email with scan attached is sent from the MFP. The app returns to the
home page. Note: You need to scan the QR code again is you want to scan another job.
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s @RS - O 94 @55%

Scan starting ...

To: tomjones@acme.com
From: Device: MX-B476W

Copy Features
There is no pre-defined set up for the Copy feature.
Copy Use

1. Place the document to copy in the MFP feeder or place a single page on the glass.
2. Select Copy.

Synappx Go

Enable Scan and Copy

3. Check the copy settings and, if desired, touch the default copy settings to select another
option. Optionally, you can also select the gear icon Elin the upper right corner to view
and change any of the supported copy settings. Note: Some settings are only available
in the full licensed version.
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Place document in feeder or glass and
press "Copy"

Copies: 1 ™

2-Sided Copy: 1101 -

( Copy Settings

Copies
5

2-Sided Copy
1to1

2-Sided Binding
Same as Original

Color Mode
Auto

Staple

Color Mode:

Staple:

Off

®

Paper Select
Auto

Copy Ratio
100%

4. Select Copy.

5. You are prompted to scan the Synappx QR code on the MFP front panel. Press OK on
that page and your camera will automatically open (note: the first time, you will be

asked to allow the Synappx Go app to access your camera).
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7. Point your phone at the MFP Synappx QR code. Depending on the MFP model, you may
have to select the Synappx Go - No Login button or Advanced button, then Synappx
Go - No Login button on the front panel before the QR code is displayed. Note: In the
future, some models will be configurable so QR codes can be shown on the MFP home
screen (with no touch required).

® Synappx Go - No Login i:i )

02:54 PM

«

€D Set the original ) Use Mobile to set up
- ?
Synappx Go - Sharp OSA n L >
No Login LS N

Place the original on the document Set from the mobile application. Scan this QR code to
glass or load it into the document execute the job.

Model Name: MX-3551
Serial Number: XO00000C00X Version: 1.0.7

yerator panel ac

-

Advanced

Synappx Go-No
Login

On Supported Sharp A4 Models

Synappx Go-No Login

1. Plage the ariginal on the glass orin the document feeder,
2. Use the mobhile app to select a Copy or Scan operation.
3. Scanthe OR code to execute the job.

8. When the mobile camera captures the QR code image, MFP will start to copy and you
will see the success screen. The app returns to the home page. Note: You need to scan
the QR code again is you want to copy another document.
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Copy Starting...
Color Mode:  Mono
No of Copies: 1

Device: MX-B476W

Upgrading to Licensed Synappx Go App

You can easily upgrade from the unlicensed version to the more featured, licensed Synappx Go
app once you have a license and your Admin has completed the full Synappx Go system
configuration. After that Admin set-up, simply go to Settings (upper left corner) and select Log
In.

Welcome to Synappx Go

You will be prompted to enter your normal user log in credentials. Once confirmed, you will
have access to full Synappx Go features. See sections above for details.
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Appendix A: Windows Defender Firewall Configuration

Background

If print jobs are not received by the MFP agent PC, it may be necessary to open either or both
inbound port(s) 9100 and 515 on the MFP agent server by creating rules on the machine’s
Windows firewall.

Note: From version 2.0, the agent automatically opens the inbound port as part of the installation.

The following procedure uses Windows 10 as an example if manual port opening is required.

1.

Launch the Windows Defender Control Panel. Then launch the Windows Firewall

applet.

?E Administrative Tools
E' Color Management
;-'-'_ Device Manager

£ File History

f Infrared

f Pen and Touch

[ Programs and Features

& Storage Spaces

Taskbar and Navigation

Adjust your computer's settings

39 Mail (Microsoft Qutlook 2016)

4 RemoteApp and Desktop Connections

I 0 Windows Defender Firewall I

@Autoplay

Credential Manager

Fa Devices and Printers
Flash Player (32-bit)
Internet Options

[ MKS Toolkit (32-bit)

[ Phone and Modem

& Realtek HD Audic Manager
V. 5AP GUI Configuration
@ Sync Center

[1# Troubleshooting

8 Windows Mobility Center

@ Backup and Restore (Windows 7}

_-,L Date and Time

'@' Ease of Access Center
A Fonts

| £ Java (32-bit)

Q Mouse

3 Power Options

@ Recovery

i Sound

A system

82, User Accounts

.EL Windows To Go

%@ BitLocker Drive Encryption
[ Default Programs

=l File Explorer Options

& Indexing Options
Keyboard

5¥ Network and Sharing Cente
g= Printers

9 Region

@ Speech Recognition

&’ Tablet PC Settings

|:] Wacom Pen

[E Work Folders

2. The main Windows Defender Firewall interface is shown below. Select Advanced

3.

Settings.

The Advanced Security window will pop up. Select Inbound Rules. The goal is to allow
inbound TCP traffic to the MFP agent on either or both ports 9100 and 515. This allows
print jobs to be sent securely and held at the MFP agent until they are released for
printing by the Synappx Go mobile app.

Outbound Rules
R Connection Security Rules
B, Monitoring

ﬂ Windows Defender Firewal with Advanced Security provides network security for Windor

Overview

Private Profile
@ Windows Defender Frewl is on.
@ Ibound connections that do not match a e are blocked

Public Profile
& Windows Defender Firewalis on
@ inbound connections that do not match a e are biocked

(i) Foryour securty, some settings are controlled by Group Policy

Domain Profile is Active

& Windows Defender Firewalis on

© nbound connections that do not match a ule are blocked
@@ Outbound conneations that do not match a rule are allowed.

@ Outbound connections that do ot match a rule are allowed.

@@ Outbound connections that do not match a nile are allowed

[E) Windows Defender Firewall Propeties

[ —————————
T AULEETRE D EOFEVEI Windows Defender Firewall with Advanced Security on Local Computer
&1 Inbound Rules

A

Actions
‘Windows Defender Firewall with £
& Import Policy...
45 Export Policy...
Restore Default Policy
Diagnose / Repair
View
|6 Refresh
[E] Properties
Help
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4. Select the New Rule option on the Actions pane at the far right.

&2 Inbound Rules

Windows Defender Firewall witl] 8 FEITS R B Actions

Mame Group Profile  * || Inbound Rules

&Y Outbound Rules -
Fa Connection Security Rules Avaya Domain
> B, Monitering Avaya Dornain T Filter by Profile N
Avaya Domain
Avaya Domain S Filter by State »
Avaya Domain F Filter by Group »
Avaya Dornain View »

5. The Rule Type window will pop open. Select the Port rule type. Then select Next.

@
Rule Type
Select the type of firewal ule to create.
Steps:
@ Rue Type What type of e would you ke to create?
@ Protocol and Ports
@ Action ) Program
@ Profile Rule that controls connections for a program.
@ Name @ Port
Rule that controls connections for a TCP or UDP port.
) Predefined:
Allloyn Router
Rue that controls s for a Windows
O Custom
Custom rde._

Wy
< Back Cancel

6. On the Protocol and Ports window, select the TCP option and then select the Specific
local ports option. In the adjacent field, enter the port(s) you wish to open for traffic.

Protocol and Poris

Steps:

Rule Type
Protocol and Ports
Action

Profile

&« & & & &

Name

I? Mew Inbound Rule Wizard *

Specify the protocols and ports to which this nule applies.

Does this rule apply to TCP or UDP?

() upp

Does this rule apply to all local ports or specific local ports?

() All lecal ports

® Specific local ports: |515. 9100] |
Example: 80, 443, 5000-5010

< Back MNext = Cancel
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You can select 9100 (RAW), 515 (LPR) or both. The example below uses both ports. Select
Next when finished.

7. Select Allow the connection and then select Next.

Action

Specify the action to be taken when a connection matches the condtions specified in the rule.

Steps:

@ Ruls Type What action should be taken when a connection matches the specified conditions?

& Program

. (® Allow the connection
@ Action Thig includes connections that are protected with |Psec as well as those are not.
@ Profile
N () Allow the connection if it is secure

@ Hame This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in IPsec properties and rules in the Connection Security
Rule node.

) Block the connection

< Back Next = Cancel

8. In the Profile window, select one or more of the available options. In most cases,
selecting Domain should suffice. Then click Next.

Profile
Specify the profiles for which this rule applies.

Steps:
@ Rule Type When does this rule apply?
@& Program .
@ Action Domain
& Profile Applies when a computer is connected to its corporate domain.
@ Name Private
Applies when a computer is connected to a private network location, such as a home
or work place.
Public

= Applies when a computer is connected to a public network location.

< Back Next = Cancel
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9. Give the rule a convenient Name and Description and then click Finish.

m New Inbound Rule Wizard X

Name
Specify the name and description of this rule.

Steps:

Rule Type
Protocol and Ports
Action

Profile oS |

Raw & LPR traffic

E & & & &

Name
Description (optional):
Allow traffic on ports 515 (LPR) and 9100 (RAW) for Shap Synappx Go MFP Agent .|

< Back Cancel

10. The rule is enabled by default, as shown below. You may now close the Windows
Defender Firewall applet.

@ Windows Defender Firewall wit!] SIS

&3 Inbound Rul
= Cl;u::::)':nd:jes Name Group Profile Enabled Action Override Program Local Address Remote Address Protocol Local Port Remote Port
|
Raw & LPR traffic All Yes Allow Mo Any Any Any TCP 515, 9100 I Any

!-b Connection Security Rules
" B Monitoring Avaya Domain  Yes Allow Mo Any Any Any TCP 2027 Any
Avaya Domain  Yes Allow Mo Any Any Any TCP 2028 Any
Avaya Domain  Yes Allow Mo Any Any Any TCP 2029 Any
Avaya Domain  Yes Allow Mo Any Any Any TCP 2024 Any
Avaya Domain  Yes Allow Mo Any Any Any TCP 2023 Any
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Appendix B: Synappx Go Automatic Input Switch

Synappx Go automatic input switching helps users quickly access Go-enabled Sharp interactive
whiteboard (IWB) displays. Once boards are configured, users do not need to manually change
the display input to share content or use the Meet feaatures. In many cases, users do not know
the correct input for the display PC or may not be able to find the remote. Setting the default
input from this page can also automatically return the display to it's default condition after
collaboration including after completion of meetings through use of the Synappx Go Meet
feature. This time-saving auto input feature also minimizes contact with display equipment.

Overview
1. Configure supported IWBs for Telnet over LAN or RS-232C auto-input switching
2. Configure Admin Portal display settings, including the auto-input port for display PCs
3. Configure default input for display PCs
4. Automatic input switch usage

Preconditions for Go Auto-Input Switch Configuration

e Administrator has administrative permission to make changes to supported display
devices

e Go display agents V2.2 or later are installed, updated, and associated to workspaces
(Admin Portal)

o NFC tag association with the display can be completed after display information
page setup but must be done before users access Synappx Go

e Users have Go version 2.2 (or later)

e Users who use the Synappx Go and Meeting combined Meet features must update the
Go agent version 3.0

Note: If Go agent displays are not configured for auto-input switching (default), users must change
the display manually if not on the correct input. If agent displays are not configured with a default
input, users would manually switch the input (if different than the PC input) after collaboration.

Step 1: Configure Interactive Whiteboards

Note: See the display manual for details on your specific model.
There are two options for configuring auto-input switching on supported Sharp displays. Telnet
over LAN is recommended because it does not require a physical cable. If your display does not

support telnet, use RS-232C, which is available across all display models.

Supported IWB Models and Input options
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LAN Telnet
Supported

PN-L401C/
PN-L501C
PN-L651H

PN-L751H/
PN-L851H OK

RS-232
Supported

Male
PNL-C751H #1)

PN-C861H

PN-CE701H

PN-L401C/ mVYEIE
PN-L501C (#1)

PN-L651H

AE AN VA Female
PN-L851H RCiWpA]

Display Display DSUB DSUB . . . . Power Power
2 3 1 2 DSUB 1 2 Wireless Application Option ON OFF
OK | OK  N/A | OK N/A | OK | N/A | N/A OK N/A N/A OK OK
‘OK OK | NJA | OK N/A | OK | N/A | N/A OK OK N/A OK OK
N/A | OK N/A | OK | N/A | N/A OK OK N/A OK OK
Inouts Power
7777777 Con
HDMI Display Display DSUB DSUB . . . . Power Power
3 1 2 DSUB 1 2 Wireless Application Option ON OFF
OK | N/A | N/A | OK |[N/A| N/A | N/A OK N/A OK OK
Female
#1,2) OK | OK | OK | N/A | N/A | OK |N/A| N/A | N/A OK N/A OK OK
Female
#1,2) OK | OK | OK | N/A | N/A | N/A | OK | OK OK OK N/A OK OK
OK | OK |[N/A| OK N/A | OK | N/A | N/A OK N/A N/A OK OK
Female
#1,2) OK | OK |[N/A| OK N/A | OK | N/A | N/A OK OK N/A OK OK
OK | OK |[N/A| OK N/A | OK | N/A | N/A OK OK N/A OK OK

#1 Male to USB cable: StarTech.com ICUSB232SM3 USB to Serial Adapter - Prolific PL-2303 -3 ft/ 1m

- DB9 (9-pin) - USB to RS232 Adapter Cable - USB Serial

#2 Gender changer: StarTech.com GCOSF Slimline DB9 Serial Gender Changer - F/F

General Display Configuration Notes

e The Go display agent and display must be on a network where they can communicate

directly.

¢ In power save mode, the monitor may not wake up as LAN is turned off (default setting).
e For models PN-L651H and PNL-C751H, the input switch command is not accepted for up to

a minute after power on. The switching command will not work on initial power-on because

the switch command is sent after power-on.
e Itis not recommended to use the Crestron® control interface and Go auto-input switch at

the same time. Since both options can change inputs dynamically, the results may not be as

expected.

e Onsome models, Consumer Electronics Control (CEC) can be enabled for automatic

switching when a device is connected to the display. This may cause unexpected results as
the display will switch away from the original view. In that case, disable the CEC feature for
auto-switch use.
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If you encounter display configuration issues, go to Troubleshooting Tips and/or check with
your display integrator for configuration support.

Telnet over LAN

Notes
e Most models require a user and password for access to remote commands.
e Multiple telnet sessions at once are not supported. There is a setting for logging off a current
session that defaults to five minutes.

Check your display operation manual for Controlling the Monitor with a Computer (LAN). On
most models, the settings are accessible from the menu on the remote or application screen.

1. Ensure the display is configured with a static IP Address.

2. Go to Settings > Communication or Setup Ethernet (LAN) (applicable to most
models).
Most models require either LAN or RS-232C as a selection in the display menu.

3. Ensure the telnet server is set to On and create a user and password (this can be
different from the admin user on the board).

4. For displays supporting Application mode: Go to the display board and select
Application Input on the screen.

5. Open the Settings/Setup menu.

6. Configure settings to use a Telnet server:

o Telnet Server .....eveevennenne When using Telnet Server function, set to ON
e Username ......cccevenene Set an account name when connecting to this display
e Password........cenenne. Set a password when connecting to this display

Make note of the display IP address, port number (default is 10008), username and password (if
set), and the input port to be configured for use with the display PC. This information is
necessary when completing the display information setup on the Synappx Go Admin Portal.

RS-232C

Notes
e RS-232 cable gender varies on models. Do not use a null modem cable. Auto-input switching
will not work with a null model cable.
e Note all relevant display settings before completing the auto-input switch configuration on
the Synappx Go Admin Portal.

1. Read the display operation manual for Controlling the Monitor with a Computer (RS-
232C).

Note: Computers without serial ports may require USB-to-serial converters to allow
compatibility with RS-232 serial devices. Before obtaining a USB connector, note the RS-232C (9-
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pin) connector on your display (connector gender varies). Note the cable recommendations in
the Supported IWB Models and Input Options table.

2. Ensure all RS-232 cables are connected securely to the display board, ideally using the
provided screws.

—
Computer
To COM port I
P ) oy (] g =
RS-232C RS-232 straight cable =il
input terminal (commercially available)

Note: There may be more than one COM port on the agent PC.

3. In Windows®, go to Device Manager to confirm the port that the agent PC is using to
communicate with the Display (e.g. COM3, COM5).

5§ Display adapters
i Firmware
¥ Human Interface Devices
% Imaging devices
= Keyboards
I Memory technology devices
m Mice and other pointing devices
[ Monitors
5 Network adapters
v R Ports (COM & LPT)
E Intel(R) Active Management Technology - SOL (COM3)

4. Onsome models, the RS-232C settings are accessible from the menu on the remote or
display application screen. Go to Settings > Communication or Setup Ethernet (LAN).
Switch to RS-232C.

5. For displays supporting Application mode, select the Application input. Open the
Settings/Setup menu on the display.

6. Note the baud rate on your display. Some displays have a fixed baud rate (e.g. 9600)
while others allow it to be configured. The settings in the Admin Portal must match the
display settings for com port and baud rate.

Step 2: Configuring the Admin Portal

Notes:

e Display information setup is only required for Go users to leverage auto-input switching or
default input.

e Display agents must already be installed and configured with Synappx Go workspaces
before configuring displays for auto-input switch on the admin portal.

1. Login to the Synappx Admin Portal with your Microsoft® 365 or Google Workspace™
credentials.

2. If both Synappx Go and Meeting are licensed, choose Synappx Go.

3. Go to Workspaces.
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4. Select Devices & Agents.
5. Select the Display radio button. The Summary of Devices and Agents display page will
show all configured display agents.

Summary of Devices and Agents O MFP @ pisplay
Device / Agent PC Agent ID / IP Address Version Updates Display Information Workspace
 Pcc ’192 ;GE ; 3’ B A 144330 Py Canfigure Office 3

6. To set up auto-input switching information for each display, select Configure in the
Display Information column. A dialog box will open.

7. Be sure to choose the connection type: Telnet LAN or RS-232C. Enter the relevant
information for the display including Go Agent PC Input (for auto switching when
Synappx Go is used) and Default Input (to return display input to default after
collaboration).

8. Select OK to save the settings. Auto-input switching and Default Input are now available
for Go users.

[ Display Information @

Input display information

ConnectionType . (8) Lan () RS232C

Display Name 0‘
IP Address 0‘
Port 10008
User Name
Password. Fo)

Default Input Manual -

Go Agent PC Input Manual -

Hote.

Cancel

LAN Configuration

1. Display Name (optional): Enter an alias for the workplace display or use the display
search feature.
2. IP Address (required): Enter the display IP address or use the display search feature.
Port (required): The default is 10008.
4. User Name (optional): This field is only required if the display is configured with a
username and password.
5. Password (optional): This field is only required if the display is configured with a
username and password.
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6. Default Input (optional): This field is only required if a default display input is desired.
The default setting is Manual (no return to default input). Select the arrow to choose the
desired default display input (e.g. HDMI 2). At the end of the collaboration, the user can
automatically restore the display to the default input via Go mobile.

7. Go Agent PC Input (required): The default setting is Manual (auto-input switch not
configured). Select the arrow to choose the display PC input (e.g. HDMI 1) where the
Synappx Go agent is installed. When a user taps the display NFC tag, the display will
switch to the selected input automatically.

8. Note (optional): Add applicable notes.

[ Display Information @

Input display information

Connection Type - (@) Lan () RS-232C

Display Name Q
1P Address a
Port 10008
User Name
Password L)

Default Input. Manual -

GoAgent PCInput  pyanya

Cancel

Display Search

The Display Name or IP Address search icon Q. can be used to look up information on an

existing display and leverage those display settings (avoids re-entry if display is already
configured).

1. Type a display name or IP address up to the second dot or more (e.g. 172.29.) and select
the search icon@ to see a list of devices matching the display name or IP address fields.

2. Select a display from the list. Select OK to auto-populate the information into the
Display Information box. Information can be edited after populating.

3. Select OK to save the display settings.

For Display Agent: 123456789

To import settings from an existing display, select from the list below.
192 168 1.234 Q

Display Name  IP Address Pol  UserName Password GoAgentPCinput Workspace Note

O Display1 192.166.1.234 10008 test = sssessne Manual Office A

Cancel
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RS-232C Configuration

1. Display Name (optional): Enter an alias for the workplace display.

2. COM Port Name (required): Enter the display COM port name. The default is COM1.

3. Baud Rate (optional): The default is 9600. Select the arrow to choose the value that
matches the display baud rate.

4. Default Input (optional): This field is only required if a default display input is desired.
The default setting is Manual (no return to default input). Select the arrow to choose the
desired default display input (e.g. HDMI 2). At the end of the collaboration, the user can
automatically restore the display to the default input via Go mobile.

5. Go Agent PC Input (required): The default setting is Manual (auto-input switch not
configured). Select the arrow to choose the display PC input (e.g. HDMI 1) where the
Synappx Go agent is installed. When a user taps the display NFC tag, the display will
switch to the selected input automatically.

6. Note (optional): Add applicable notes.

[ Display Information @

Input display information
Conneclion Type . (™) LAN (@) RS-232C

Display Name :
COM Port Mame (*): Comi (Bx. COM1)
EBaud Rate: u
Defaull Input: Manmiv

GoAgent PCInput: panyal -

Mote:

Editing or Clearing Display Information

After configuring display information, the choices in the Display Information column change
to Edit and Clear. Select Edit to review or change any of the settings.

Summary of Devices and Agents O MFP @ Display
Device / Agent PC Agent ID / IP Address Version Updates Display Information Workspace
o pec OO o & A raano ° Edit. Clear Office 3
=0
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Select Clear to remove the display information settings associated with the display agent. A
dialog box will appear to confirm information deletion. Select OK to clear all display
information.

Clear Display Information

Display information settings for this device will be deleted.
Do you want to proceed?

n Cancel

The Display Information column option will change back to Configure once information is
removed.

Display information can also be configured, edited, or cleared from the Workspace Display
page.

Workspace: Ginger Office.
Location: Irvine m QO MFP (@ Display

Email: 1
Note:

Displays (singe Device Per Agen)

Automatic Input Switch Usage
Once display and Admin Portal configuration are complete, the feature is ready for Go users.

Auto input switching is supported in the following environments:

e Display and Display PC are powered on, PC and display are not sleeping:
e Display PCis already logged in (no user login is required to access display PC)
e Display PCis not already logged in, requires user to log in to gain PC/network
access (user will be prompted after auto-input switch)
e Display is powered on but is in sleep mode
o Ifthe display is in power save or sleep mode, touch the display or use the
remote or power button, then tap the NFC tag.
e Display PCis powered on but is in sleep mode
o Ifthe display PCis in sleep mode, touch the keyboard, then tap the NFC tag.

The NFC tap initiates auto-input switching if the display is not already on the defined Go agent
PC input. Both tap first and tap last (i.e., foreground and background operation) are supported.

For background operation (tap first), auto-switching is enabled and multiple files can be shared.
However, if someone changes to another input, the user will have to tap the NFC tag again to
auto-switch back to the correct input to share additional files.
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If the display PC is not logged in, a message will appear prompting the user to log in with their
Microsoft or Google Workspace credentials. Go files can then be shared to display by that user
and other Go mobile users.

Search Files

Synappx Go Job Status
No user is logged into the Display PC. 08/20
Please log in to proceed. 70 PM

OK

If an error occurs, the user must switch the input manually and contact the administrator.

Search Files

Synappx Go Job Status

Failed to switch Display input to DSUB. 08/20
Have your Admin check setting in the
Admin Portal. J0 PM

OK

Return to Default Input Usage
Once display and Admin Portal configurations are complete, the return to default input feature

is ready for Go users. See the Synappx Go User Guide for more details.

1. After files are downloaded via Go Share operations (for viewing or remote operations),
at the end of the Share collaboration, the Synappx Go user can select Restore Display.
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Downloaded Files

E New Feature Demo.pp...

New Feature Forecast..

5 New Feature Manual.d...

Synappx Promo Scree... 072 21

Remote Close

2. A message will confirm that all downloaded files will be saved and the display input will

be returned to default.
Note: If default display has not been set, user will receive an error message and request
to have default input set. User can stilluse normal remote close operations to close and
save downloadable files.

= 3

Q E®
Restore Display
Select All

Downloaded Files

New Feature Demo.pp... 02/18/21 >
OneDrive for Business 09:14 AM

New Feature Forecast... 02/05/21
OneDrive for Business 03:58 PM

B
z

Restore Display
Will save and close all downloaded

i
files, then restore display to default. M >

all

Cancel OK 1
OneDrive for Business 05:29 PM

Remote Close
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Note: The V3.0 combined Synappx Go and Synappx Meeting experience benefits from
configuration of the the automatic return to default input feature and is strongly
recommended.

Troubleshooting Tips

1. Verify the Synappx Admin Portal settings on the display match the display setup.
2. Ensure the display agent is online and communicating with the Synappx Admin Portal.

Telnet over LAN

1. Ensure the display board has a static IP address.

2. Follow the manual instructions for the display to enable telnet commands (the agent
uses telnet commands to switch the input).

3. Verify that the display agent can communicate directly with the display board using ping
or a similar tool. The agent PC should be able to ping the display board.

4. Tryto open a telnet session from the agent PC using the username and password.
(Windows 10 has telnet installed, but it may need to be enabled). Be sure to use the
correct port to connect. Port 10008 is the default on Sharp monitors, but it is not the
default telnet port.

RS-232C

1. Connect the display agent PC to the board with the proper serial connector securely
fastened.

2. Follow the board manual instructions to enable RS-232C commands.

Verify the communication port used on the agent PC.

4. Ensure the serial connector or cable is correct. The cable must be a straight through
cable, not a null modem or crossover cable. Avoid cables with chipsets. There are
adapters available to change the gender of the serial connection. Ensure the adapter
itself is not a null modem adapter (sometimes called a crossover).

5. Verify the baud rate. The Admin Portal must match the board’s configured rate or the
inputs will not switch.

w
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SHARP

For more information, visit the Synappx support site.

Access the Synappx Terms of Use at https://business.sharpusa.com/synappx-support/about/termsofuse.

Access the Synappx Privacy Policy at https://business.sharpusa.com/synappx-support/About/Privacy.
Access the Synappx End User License Agreement at https://business.sharpusa.com/synappx-support/about/EULA.
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